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Notes from 0915 SLG conference call 

 

Dep Sec Joined 0859 

Sec Joined 0901 

Dawn Scalici (Dep Under‐Secretary for Analysis): 

Package has been fully examined with a 360 degree scanner at Midlands UK. They have found a 
suspicious white powder in place of the toner and a 8 ml syringe with another substance and wires. They 
are further evaluation white powder. Dubai has been called and given this information so they can 
further examine their package.  

The packages were addressed to Synagogues in the Chicago area. One was a multi‐denominational   
youth church used by a Jewish Youth group and the other was a Synagogue.  

There are three flights either inbound or on the ground from Yemen to the U.S. All three are United 
Parcel Service (UPS) planes. One landed at 0527 in Newark and one landed at 0811 at Philadelphia. 
Neither was isolated. TSA and FBI are investigating these shipments at UPS distribution centers. The last 
plane landed at 0920 and has been isolated at Philadelphia.  

Tear lines have not been released to DHL or any other carrier (cargo or commercial)  

John Pistole joined the call at 0916. 

John Brennan (National Security Advisor) is having an intelligence call at 0915 DHS is not on that call.  

S1 would like DHS to be on that call‐> Dawn Scalici will ask for an invitation.  

S1 Would like John Pistole on call to congress with “Lighter” 

Sean Smith (Assist Secretary for Public Affairs) : 

No media attention so far from domestic Media. UK media knows that there is a suspicious package at 
Midlands. 

Sean spoke with “Nick” (White house Press Secretary?) who has been asked to generate some media 
talking points.  

John Brennan will speak with Yemeni President and that will be the first notification of the incident from 
our government to theirs. 

Donna Bucella CBP Assistance Commisioner 

CBP is discussing “targeting rules with TSA liaisons” at CBP 
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S2  

Do we have any idea how long it will take to identify the substance?  

  Dawn Scalici‐> We have no information at this time, but we’ll find out.  

Noah Kroloff 

We need more granularity on the size and details of the device so we can get identifying information to 
those who need to find and stop this threat. Possible to carry these devices overland so Saudi Arabian 
flights should be considered too.  

John Pistole  (TSA administrator) joined 0916 

  Aviation Security Inspectors will be deployed from Frankfurt Germany to Yemen to assist.  

805 flights arriving from around the world from 0700 – 1300 No information presently on how 
many from Yemen.  

 

TSA is releasing information to carriers and TSARs through a conference call at this time. S1 
approves and backs release before official tear line authorized.  

Further measures: Online tracking of packages will be temporarily disabled. All cargo packages, 
passengers, and baggage from Yemen will be selectively screened.  

Dawn Scalici has more information that can be discussed at the TS level. Sibley will initiate call with here 
to discuss.  

 

 

  

 

 

 

00305



00306



00307



2

Fusion Desk 
 
 

 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From:   
Sent: Friday, October 29, 2010 10:03 AM 
To:   

 
Subject: FW: CT Watch Center ‐ PA ‐ possible radiological incident‐Philadelphia International 
Airport 
 
Please let us know of developments regarding this situation. 
 
VR, 
Kerri 
 

 
Office of Intelligence and Analysis 
Department of Homeland Security 
New York State Intelligence Center 

 
 
This communication is intended only for the use of the individual or entity to which it is 
addressed and may contain information which is privileged, confidential, proprietary, or 
exempt from disclosure under applicable law. If you are not the intended recipient or the 
person responsible for delivering the message to the intended recipient, you are strictly 
prohibited from disclosing, distributing, copying, or in any way using this message. If you 
have received this communication in error, please notify the sender and destroy and delete 
any copies you may have received 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From:   
Sent: Friday, October 29, 2010 10:00 AM 
To:   
Subject: CT Watch Center ‐ PA ‐ possible radiological incident‐Philadelphia International 
Airport 
 
Philadelphia International Airport 
Essington, PA, 19029 
Incident: Hazmat 
Incident Type: Hazmat Response 
When this Happened: 10/29/2010 09:46 AM EDT (10/29/2010 06:46 AM PDT) 
Description: 
There are unconfirmed reports that two suspects have been escorted off of a plane near Gate 
11 at the Philadelphia International Airport. A hazmat unit has been called to the scene to 
deal with a possible radiological incident. 
 
Nothing in open source at this time. I'll be checking with DHS rl 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

00308



00309



00310



2

 
 

Office of Intelligence and Analysis 
Department of Homeland Security 
New York State Intelligence Center 

 
 
This communication is intended only for the use of the individual or entity to which it is 
addressed and may contain information which is privileged, confidential, proprietary, or 
exempt from disclosure under applicable law. If you are not the intended recipient or the 
person responsible for delivering the message to the intended recipient, you are strictly 
prohibited from disclosing, distributing, copying, or in any way using this message. If you 
have received this communication in error, please notify the sender and destroy and delete 
any copies you may have received 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From:   
Sent: Friday, October 29, 2010 10:00 AM 
To:   
Subject: CT Watch Center ‐ PA ‐ possible radiological incident‐Philadelphia International 
Airport 
 
Philadelphia International Airport 
Essington, PA, 19029 
Incident: Hazmat 
Incident Type: Hazmat Response 
When this Happened: 10/29/2010 09:46 AM EDT (10/29/2010 06:46 AM PDT) 
Description: 
There are unconfirmed reports that two suspects have been escorted off of a plane near Gate 
11 at the Philadelphia International Airport. A hazmat unit has been called to the scene to 
deal with a possible radiological incident. 
 
Nothing in open source at this time. I'll be checking with DHS rl 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

00311



00312



2

ISCD Region 2 
ISCD Region 3 
ISCD Region 11 
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1030 SLG call 2 1230‐10 

Present on call: 

 

Sec Napolitano  

Dep Sec Lute 

Noah Kroloff 

Caryn Wagner 

Matt Sibley 

Sean Smith 

Art Macias 

Nelson Peacock  

Gail Rossides 

 

Rossides: 

FED‐Ex UPS and domestic Commercial airlines have been informed. DHL and international carriers have 
not been informed because no tear lines have been approved for release to foreign nationals 

Philadelphia: 

    2 packages off loaded from previous flight have been isolated by local bomb squad in 
cooperation with TSA and JTTF and are being investigated. 

    2 packages on second flight; Plane has been isolated and local bomb squad with TSA and 
JTTF will locate and investigate packages on that flight. 

Newark 

    2 Packages offloaded and are being located by TSA investigators and JTTF. 

Critical Incident Management group is being activated 

Security Directive is being drafted for John Pistole’s signature to put hold on all cargo (cargo and 
commercial carriers) from Yemen for 72 hours. 

Caryn Wagner: 
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Tear lines should have already been approved for DHL we’ll find out where they are and get them out. 

 

S1: 

Why do we have to wait until afternoon for EA? (Not sure what EA means) 

That needs to happen ASAP. “ Dep Sec push it” “Lets move” 

The TSA will be front and center today 

Sean Smith OPA 

CNN MSNBC Fox all carrying right now. Tons of calls from Philadelphia all over the internet 

“Initial Statement is : 

TSA is aware of and monitoring reports of suspicious packages on aircraft. Using an overabundance of 
caution these aircraft have been isolated….(didn’t get full message here) 

Caryn Wagner: 

Have we confirmed that there are explosives in the package at Midland? (UK) 

S1: 

No the latest information I had did not confirm the presence of explosives. 

Dawn Scalici: 

That is true. We’re trying to get more information now. They’re being investigated by the Special Branch 
at Midland and unknown in Dubai. 

Gail Rossides: 

6 packages on the ground 2 at Newark, 4 at Philadelphia. 2 at Newark and 2 at Philadelphia have been 
off loaded. Local Bomb Squads investigating 

No intel is driving these investigations, they are just precautionary. 

Nelson Peacock (Assistant Secretary OLA) 

  No Legislative calls yet. 

  John Pistole will be on call with “Big 8” on intel committee and “our Committee” 

  Briefings will probably be pushed to next week. 

S1: 
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One last thing the White House Office of Public Affairs and Office of Legislative affairs will need a one or 
two pager  outlining Air cargo screening measures for both cargo and commercial aircraft. 

Do we have a way of “reverse engineering all packages from Yemen addressed to Synagogues in the U.S. 

CBP: (Not sure who this was but was Male) 

We are given manifests four hour prior to their arrival in the U.S. so it is possible. 

S1 wants something today. 

IGA: 

HAS for New Jersey and Pennsylvania are in Washington. We’ll pull them aside to apprise them of the 
situation.  

S1 

OPA will need a summary of how could hazardous materials could get on a plane to the U.S.  (TSA I/A) 

John Pistole: 

John Brennan has spoken with President Saleh(sp?) President Saleh wants evidence of the device. A 
Legat has been dispatched with that evidence to him.  

 

 

 

 

 

 

 

 

 

 

00332



00333



00334

michael.page



2

NOC  understands  this incident has classified information pertaining to it.  NOC recommends NOC Note and Steady 
State of a general/generic nature based mostly on open source information.  
 

 
Senior Watch Officer  
DHS 
National Operations Center  

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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 v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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From: prvs=9116e9bbb=
Sent: Friday, October 29, 2010 12:03 PM
To:
Subject: RE: London

Copy – thanks Paul! 
 
Tony 
 

From:   
Sent: Friday, October 29, 2010 11:56 AM 
To:  
Subject: London 
 

Anthony,  

For info there is no suspicious packages at LHR (in case you have seen it on the news).  

Regards  

PD  

  

The Metropolitan Police Service is here for London - on the streets and in your community, working with you to 
make our city safer. 

Consider our environment - please do not print this email unless absolutely necessary. 

NOTICE - This email and any attachments may be confidential, subject to copyright and/or legal privilege and are 
intended solely for the use of the intended recipient. If you have received this email in error, please notify the sender and 
delete it from your system.  To avoid incurring legal liabilities, you must not distribute or copy the information in this email 
without the permission of the sender. MPS communication systems are monitored to the extent permitted by law.  
Consequently, any email and/or attachments may be read by monitoring staff. Only specified personnel are authorised to 
conclude any binding agreement on behalf of the MPS by email. The MPS accepts no responsibility for unauthorised 
agreements reached with other employees or agents.  The security of this email and any attachments cannot be 
guaranteed. Email messages are routinely scanned but malicious software infection and corruption of content can still 
occur during transmission over the Internet. Any views or opinions expressed in this communication are solely those of 
the author and do not necessarily represent those of the Metropolitan Police Service (MPS). The MPS has a strict staff 
conduct policy. Any email that causes you concern should be reported via the Contacts section on the official MPS 
Website at www.met.police.uk 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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IP 
x Protective Security Advisors conducted outreach with multiple Jewish communities.  
x Conducted outreach with Sector Coordinating Council members in the Postal & Shipping sector 

to determine and fulfill information requirements.   
x Coordinated with offices within DHS intelligence and risk identification community to ensure 

coordination across DHS HQ elements producing awareness products and briefings. 
x Developed and disseminated multiple Situational Awareness, Spot, and Current Situation Reports 
x Provided multiple inputs for NOC Phase 1 reporting 
x Posted multiple documents to HSIN-CS for Critical Infrastructure Stakeholders, including: 

o Infrastructure Protection Report Series: Mail and Package Handling Facilities 
o U.S. Postal Inspection Service Guide to Mail Center Security 
o Best Practices for Safe Mail Handling (Interagency Security Committee)  
o Mail and Package Handling Facilities: Potential Indicators of Terrorist Activity, Common 

Vulnerabilities and Protective Measures   
o Religious Facilities:  Potential Indicators of Terrorist Activity, Common Vulnerabilities and 

Protective Measures   
o Infrastructure Protection Report Series: Religious Facilities  
o All NICC Current Situation Reports - Suspicious Packages on Inbound Cargo Flights 
o Potential for Exploitation of Postal and Commercial Shipping Companies, 31 Oct 10 
o Explosives Discovered in Packages on Cargo Aircraft Bound for the Homeland - Snapshot - 

31 Oct 10 
x Office for Bombing Prevention (OBP) published a Quick Look Report (QLR) on TRIPwire for 

bomb squads and other members of law enforcement 
x OBP is also coordinating with the FBI’s Terrorist Explosives Device Analytical Center (TEDAC) to 

understand the nature and construction of the explosive devices found in England and Dubai. 
Once additional information on the devices is cleared for release, OBP will distribute on TRIPwire 

x IP is conducting outreach this week to select Jewish facilities and synagogues in Chicago   
x Wednesday 03 November IP in cooperation with I&A, the FBI, local law enforcement, the Jewish 

Federation of Metropolitan Chicago and the Secure Communities Network (SCN) will be holding 
a FOUO conference call with major Jewish facilities and synagogues nationwide to provide 
recommended protective measures 

 
NCC/NCS: No inputs at this time 
 
US CERT: No inputs at this time 
 
FPS:   No action anticipated 
 
RMA: No inputs at this time 
 
US-Visit: US-VISIT received a single latent print from the FBI, which was recovered from one of the 
devices on the cargo planes at approximately 1030 EST on Monday, November 1, 2010.  Searches of 
the US-VISIT Automated Biometric Identification System (IDENT) were conducted resulting in no 
matches identified to the latent.  
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V/r 
 

 
Senior Watch Officer 
NICC Watch Operations 
Department of Homeland Security 

 

 
 

 
For more information on the NICC go to: 
DHS National Infrastructure Coordinating Center 
 
Distro List 
NICC SWO 
NICC Spt 
NOC IPNICC 
NOC IP 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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UNCLASSIFIED/FOR OFFICIAL USE ONLY 
 
  
 
WARNING: THIS UNEVALUATED INFORMATION REPORT CONCERNING A POTENTIAL THREAT IS FOR OFFICIAL 
USE ONLY. IT IS BEING MADE AVAILABLE TO U.S. RECIPIENTS RESPONSIBLE FOR INVESTIGATING OR 
RESPONDING TO THREATS. THIS INFORMATION MAY NOT BE PROVIDED TO THE PRESS OR THE PUBLIC 
WITHOUT FURTHER AUTHORIZATION. 
 
 
(U//FOUO) Subject: ALLEGED AQAP SHIPMENT TO CHICAGO, IL OF TWO PRINTERS VIA COMMERCIAL 
SHIPPING COMPANIES BELIEVED TO CONTAIN EXPLOSIVES IN THE TONER CARTRIDGES 
 
(U//FOUO) In late October 2010, two packages containing printers sent via commercial shipping 
companies UPS and FEDEX from Sana, Yemen to Chicago, Illinois, United States, were believed 
to have explosives in the printers’ toner cartridges. (COMMENT: The explosives may be in 
liquid form.) Of note, the smaller of the packages shipped via UPS was believed to contain a 
timer, and the larger shipped via FEDEX a cellular telephone. As of 29 October 2010, the 
packages may have been located in Europe with an expected arrival date in Chicago of 1 
November 2010. 
 
(U//FOUO/LES) UPDATE: Upon the advice of a foreign intelligence service, additional scrutiny 
was placed on the previously cleared printer toner cartridge in England.  Further examination 
revealed wires attached or inside the cartridge.  Very preliminary information received by 
SIOC indicates that, after further review, the item “is an IED.” Additional information being 
received indicates that the cartridge in Dubai, UAE is identical to the UK cartridge. 
Authorities are preparing to re‐examine. 
 
(U//FOUO/LES) In an abundance of caution, additional UPS/FedEx packages from Yemen have been 
identified as inbound to or on the ground in the United States.  FBIHQ has been making 
notifications to various field offices regarding this shipments.  TSA is also aware of these 
packages. 
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NOC Steady-State 1230-10 Initial Incident Report
Suspicious Packages – Philadelphia, PA / Newark, NJ

NOC Phase: Steady-State.

What:  The Transportation Security Administration (TSA) reports suspicious packages have 
been identified onboard three commercial cargo aircraft. Two aircraft are located at the 
Philadelphia International Airport in Philadelphia, Pennsylvania; the third is located at Newark 
Liberty International Airport in Newark, New Jersey. Out of an abundance of caution, the planes 
were moved to a remote location where they are being met by law enforcement officials and 
swept. The Department of Homeland Security National Operations Center will continue to 
monitor this event and issue further updates as warranted.

Where:  Philadelphia, PA / Newark, NJ.

When:  2353 EDT 28 Oct 10.

Report prepared by: DHS – National Operations Center

Who:  TSA, DVIC, along with local first responders.

Time/Date of Report: 1200 EDT 29 Oct 10
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v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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FEMA National Watch Center   

Spot Report #1 
October 29, 2010 

 
Type of incident/Event:  Suspicious Package/Possible Bomb Threat 

Incident Date:  October 29 

x Location:  Philadelphia International Airport, PA and Newark Liberty International Airport, 
Newark, New Jersey.   

Source:  FEMA Region II, DHS NOC, Transportation Security Administration (TSA) and 
Media (CNN, ABC Local) 

Summary:  

x The Transportation Security Administration (TSA) reports suspicious packages have been 
identified onboard three commercial cargo aircraft.   

x Two aircraft are located at the Philadelphia International Airport in Philadelphia, 
Pennsylvania. 

x Out of an abundance of caution, the planes were moved to remote locations, where they are 
being met by law enforcement officials and swept. No explosives have been found yet. 

x The third is located at Newark Liberty International Airport in Newark, New Jersey. Media 
reports this aircraft was cleared and has departed the airport. 

Related Background: 
x Investigators in the United Kingdom found a bomb disguised as a toner cartridge aboard a 

plane transiting East Midlands Airport near London enroute from Yemen to Chicago earlier 
today. 

State/Local Response:   
x Philadelphia fire Department dispatched two HAZMAT teams to the Philadelphia Airport at 

approximately 9:21 a.m. EDT today. 

x A scan of three individuals taken off the two UPS planes in Philadelphia tested negative for 
radiological material during a field scan. 
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V/r, 
 

 
NICC Watch Operations 
Department of Homeland Security 

 
 

  
         

 
For more information on the NICC go to: 
DHS National Infrastructure Coordinating Center 
 
Distro 
NICC SWO 
NICC Support 
Situational Awareness Base List 
ISCD Region 2 
ISCD Region 3 
ISCD Region 11 

 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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National Operations Center 
U.S. Department of Homeland Security 
Unclassified:   

 

From: Pistole, John [mailto:   
Sent: Saturday, October 30, 2010 4:28 PM 
To:  
Subject: Re: NOC # 1230-10 SIGNIFICANT INCIDENT / CLOSE HOLD - UPDATE: Cargo originating in Yemen 
 
Thanks, where was the printer/toner pkg found? 
 

From:   
  

  
Sent: Sat Oct 30 16:27:37 2010 
Subject: NOC # 1230-10 SIGNIFICANT INCIDENT / CLOSE HOLD - UPDATE: Cargo originating in Yemen  

Transportation Sector Network Management has received confirmation from FEDEX that the 23 shipments they 
had in their system from Yemen are now out of their system. 

x 9 are being held by security at Charles De Gaulle International Airport, Paris, France. 

x 2 were seized by the FBI. 

x 11 are being held in Dubai, UAE by FEDEX. 

x 1 suspect package was a Printer/Toner Cartridge. 
 

 
Senior Watch Officer 
National Operations Center 
U.S. Department of Homeland Security 
Unclassified:   

 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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to identify vulnerabilities and 
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government of Yemen

Paris, France
9 Fed-ex Packages being 
held by airport security
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for the support today. 
 
We were ready. 
 
Saturday…. 
0600 NOC Phase 1 update report 
0930 S1/S2 OPS/intel PDB brief 
1000 S1 meeting in bldg 5 
1045 Rand Beers SVTC in NOC 
1200 DC SVTC in Bldg 19 
1200 OPS Senior Leader brief (internal distro) 
1700 S1 conference call 
1800 NOC Phase 1 update report 
 
Don Triner 
Acting Director, Operations Coordination Division 
Department of Homeland Security 
Office of Operations Coordination and Planning 
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NOC Phase 1 - Awareness 1230-10 Update Report 4
Air Cargo Threat – United States

Current:  The Transportation Security Administration (TSA) Transportation Sector Network 
Management has received confirmation from FedEx that the 23 shipments in their system from Yemen 
are now out of their system.  Nine packages are being held by security at Charles de Gaulle 
International Airport in Paris; two were seized by the Federal Bureau of Investigation; eleven are being 
h ld b F d E i D b i d k th t i t /t t id f d i E l dheld by Fed-Ex in Dubai; and one package was the suspect printer/toner cartridge found in England.

Future:  TSA will provide a team consisting of international transportation personnel to conduct a 
survey of the cargo procedures and practices, identify vulnerabilities, and provide recommendations 
and practical training to the government of Yemen for Sana’a International Airport. The team will also 
bring portable explosive trace detection units to Sana’a to assist in screening and movement of existing 
cargo from Yemen destined to the US The DHS National Operations Center will continue to monitorcargo from Yemen destined to the US.  The DHS National Operations Center will continue to monitor 
this incident and provide updates as warranted.  The next scheduled update report will be published at 
0600 EDT, 31 Oct 10.

Other:  US intelligence, law enforcement, and DHS continue steps to determine whether these threats 
are part of any additional terrorist plotting.  In cooperation with authorities, FedEx and United Parcel 
Service have implemented a shipment embargo on all packages originating from Yemen.

Report prepared by: DHS – National Operations Center

Background:  On the evening of 28 Oct 10, TSA reported suspicious packages onboard two 
commercial cargo aircraft.  

Time/Date of Report: 1800 EDT 30 Oct 10
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Steady‐State to a Phase 1 ‐ Awareness event.  The Transportation Security Administration 
(TSA) continues to investigate cargo packages arriving to various US airports from Yemen due 
to suspicious packages intercepted in the United Kingdom and Dubai.  TSA reports the 
Philadelphia International and Newark International airports are operating normally.  The 
aircraft at Newark was cleared by Port Authority and FBI K9 who deemed all packages as non‐
hazardous.  The two aircraft at Philadelphia were also cleared with negative findings.   
 
ACTION:  As a precaution, DHS has enacted additional security measures and will continue to 
track packages arriving to the US.  The DHS National Operations Center will continue to 
monitor this incident and issue further updates as warranted.  
 
FUTURE PLANS: NCC & LANT CC will continue to monitor and provide updates. 
 
WHSR, NORTHCOM, DOT and DHS/NOC SWO, ASWO and CG watch have been notified.  
 
UNCLAS FOUO 
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October 29, 2010 
1:59 AM : 66 UPS and 119 FedEx planes inbound to US 
2:23 AM : Acutal package in Dubai was identified in screening facility. Came to 
screening facility via unidentified non cargo aircraft.  
2:24 AM : Thanks 
3:14 AM : At 0220 hours, Dubai FedEx package was cleared by UAE EOD through 
k-9 and physical search. The container contained an HP Printer, various clothing articles, paper and CD's. 
5:26 AM : A POSSIBLE 48 hour hold will be placed on processing of FedEX 
Packages in SANA YEMEN. 
5:26 AM : Thanks 
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Communications Watch Officer 
National Operations Center 
US Department of Homeland Security 
Office: (202)  
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o The restrictions expire on 1 Nov at 1200 EST and apply to all US and foreign 
flagged carriers bound for the US.   

o The restrictions require all carriers to off-load all cargo originating in Yemen at 
their next available destination (if airborne), off-load any current Yemen cargo if 
not airborne, and refuse to carry additional Yemen cargo.   

x (U) No more packages will be processed for 48 hours in Sana, Yemen. (TSA) 
x (U) The United Kingdom Department for Transport has also issued a Restricted (similar 

to our TSA) advisory letter to industry in the UK (air carriers, airports, regulated air 
cargo agents, in-flight suppliers and airport police agencies) advising of the threat and 
the need for increased vigilance. 

 
Federal Agencies/Departments  
x Department of Homeland Security (DHS) 

o (U) DHS has taken a number of steps to enhance security including heightened cargo 
screening and additional security at airports.  
� Passengers should continue to expect an unpredictable mix of security layers that 

include explosives trace detection, advanced imaging technology, canine teams and 
pat downs. 

 
x DHS Intelligence and Analysis (I&A) 

o (SBU) Package delivered to JP Morgan reportedly similar to Midland package. 
o (U) Queens and Brooklyn packages have been screened and cleared. 

 
x Transportation Security Administration (TSA) 

o (U) Office of Global Strategies (OGS) International Inspection Team scheduled to 
deploy to Yemen on 31 Oct. 

o (U) TSA activated their Critical Incident Management Group (CIMG); all 
communications related to the FedEx/UPS Threat is to be directed to the CIMG until 
further notice. 

o (SBU) Additional packages from Yemen located in Dubai have been isolated with no 
screening anomalies; packages have been turned over to Fire department per FEDEX 
corporate security.  

o (SBU) The Department of Homeland Security reports the plane in Newark has been 
searched and determined to be clear of explosives.  

o (SBU) The search of the 2 planes in Philadelphia is still underway. 
o (SBU) Added description associated with contents of suspicious packages for special 

screening. 
 

x Department of Defense (DoD) 
o (U) Fighter jets that were scrambled to escort an incoming flight from Dubai have 

returned to home station with no incidents; all cargo from the escorted aircraft has 
been removed and screened without incident. 

 
x Federal Bureau of Investigation (FBI) Counterterrorism Watch (CT Watch) 

o (SBU) 2 packages containing printers sent via commercial shipping companies UPS and 
FEDEX from Sana, Yemen to Chicago, Illinois, United States, were believed to have 
explosives in the printers’ toner cartridges. (COMMENT: The explosives may be in liquid 
form.) (CT Watch) 

o (SBU) FEDEX Package was sent from Yemen American Center for Training and 
Development. 
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o (SBU) UPS Package came from the Yemen Computer Institute. 
o Credible source stated explosives contained in toner cartridges were intended to be 

detonated while in the air. (CT Watch) 
o (SBU) FBI Counterterrorism Watch reports security measures have been implemented and 

thorough screenings are taking place throughout the United States as a precautionary 
measure.  

o (SBU) Upon the advice of a foreign intelligence service, additional scrutiny was placed on 
the previously cleared printer toner cartridge in England.  Further examination revealed 
wires attached or inside the cartridge.   

o (SBU) Very preliminary information received by SIOC indicates that, after further review, 
the item “is an IED.”  

o (SBU) Additional information being received indicates that the cartridge in Dubai, UAE is 
identical to the UK cartridge. Authorities are preparing to re-examine. 

o (SBU) Actual package in Dubai is in screening facility, never got onto FEDEX aircraft; 
Package came to screening facility via another non-cargo carrier aircraft. 

 
Critical Infrastructure Key Resources (CIKR) 
x (U) The aviation sub-sector remains at HSAS level Orange.  
 
National Operations Center 
x (U) DHS National Operations Center is continuing to monitor this situation and provide updates as 

necessary. 
 
 

  
Office of Operations Coordination & Planning 
Incident Management Officer 
DHS ‐ National Operations Center 
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Senior Leader SITREP 
Suspicious Packages Onboard Commercial 

Carriers 
From Yemen  

1200 EDT 30 October 2010  
Updates in bold blue 

 
 
 
Secretary of Homeland Security Priorities 

x (U) Ensure the safety and security of the American people by focusing on 
enhanced screening procedures, retrieving suspicious packages and seeking to 
determine whether these threats are a part of any additional terrorist plotting.  

Current Situation 
x (U) Intelligence and law enforcement agencies discovered potential suspicious 

packages on 2 planes in transit to the United States 28 Oct.  
x (U) Based on close cooperation among U.S. government agencies and with U.S. 

foreign allies and partners, authorities were able to identify and examine 2 
suspicious packages, 1 in East Midlands, United Kingdom, and 1 in Dubai. 

x Both packages originated from Yemen.  
x (U) Two packages were addressed to Jewish organizations in the US. 
x (U) A total of 38 additional shipments were identified as arriving on 29 Oct 

from Yemen.  
o 6 are on hold and pending examination in JFK. 
o 6 have been examined and held by CBP. 
o 1 has been examined and released, pending redelivery. 
o 4 have not been examined and are pending redelivery.   
o 21 have been delivered to the consignee with no examination, ports 

have been notified to contact local JTTF and provide them with the 
shipment information.  

x (U) Examination of the packages determined that the explosive used was 
Pentaerythritol tetranitrate (PETN) 

x (U) Philadelphia International and Newark International airports are 
operating normally. (TSA) 

x (U) The aircraft at Newark was cleared by Port Authority and FBI K9; all 
packages as non-hazardous. (TSA) 

x (U) The 2 aircraft at Philadelphia were cleared with negative findings. (TSA) 
x (U) The Transportation Security Administration (TSA) issued an Aviation 

Security Directive and Aviation Emergency Amendment for cargo 
originating in Yemen.   

o The restrictions expire on 1 Nov at 1200 EST and apply to all US and 
foreign flagged carriers bound for the US.   
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o The restrictions require all carriers to off-load all cargo originating in 
Yemen at their next available destination (if airborne), off-load any 
current Yemen cargo if not airborne, and refuse to carry additional 
Yemen cargo.   

x (U) No more packages will be processed for 48 hours in Sana, Yemen. (TSA) 
x (U) The United Kingdom Department for Transport has also issued a 

Restricted (similar to our TSA) advisory letter to industry in the UK (air 
carriers, airports, regulated air cargo agents, in-flight suppliers and airport 
police agencies) advising of the threat and the need for increased 
vigilance. 

 
Federal Agencies/Departments  
x Department of Homeland Security (DHS) 

o (U) DHS has taken a number of steps to enhance security including 
heightened cargo screening and additional security at airports.  
� Passengers should continue to expect an unpredictable mix of security 

layers that include explosives trace detection, advanced imaging 
technology, canine teams and pat downs. 

 
x DHS Intelligence and Analysis (I&A) 

o (SBU) Package delivered to JP Morgan reportedly similar to Midland 
package. 

o (U) Queens and Brooklyn packages have been screened and cleared. 
 

x Transportation Security Administration (TSA) 
o (U) Office of Global Strategies (OGS) International Inspection Team 

scheduled to deploy to Yemen on 31 Oct. 
o (U) TSA activated their Critical Incident Management Group (CIMG); all 

communications related to the FedEx/UPS Threat is to be directed to the 
CIMG until further notice. 

o (SBU) Additional packages from Yemen located in Dubai have been isolated 
with no screening anomalies; packages have been turned over to Fire 
department per FEDEX corporate security.  

o (SBU) The Department of Homeland Security reports the plane in Newark has 
been searched and determined to be clear of explosives.  

o (SBU) The search of the 2 planes in Philadelphia is still underway. 
o (SBU) Added description associated with contents of suspicious packages for 

special screening. 
 

x Department of Defense (DoD) 
o (U) Fighter jets that were scrambled to escort an incoming flight from 

Dubai have returned to home station with no incidents; all cargo from 
the escorted aircraft has been removed and screened without incident. 

 
x Federal Bureau of Investigation (FBI) Counterterrorism Watch (CT Watch) 

o (SBU) 2 packages containing printers sent via commercial shipping 
companies UPS and FEDEX from Sana, Yemen to Chicago, Illinois, United 

00420

michael.page

michael.page

michael.page

michael.page

michael.page

michael.page

michael.page



SENSITIVE BUT UNCLASSIFIED 
 

Page 3 of 3 
SENSITIVE BUT UNCLASSIFIED 

 

States, were believed to have explosives in the printers’ toner cartridges. 
(COMMENT: The explosives may be in liquid form.) (CT Watch) 

o (SBU) FEDEX Package was sent from Yemen American Center for Training 
and Development. 

o (SBU) UPS Package came from the Yemen Computer Institute. 
o Credible source stated explosives contained in toner cartridges were intended 

to be detonated while in the air. (CT Watch) 
o (SBU) FBI Counterterrorism Watch reports security measures have been 

implemented and thorough screenings are taking place throughout the United 
States as a precautionary measure.  

o (SBU) Upon the advice of a foreign intelligence service, additional scrutiny 
was placed on the previously cleared printer toner cartridge in England.  
Further examination revealed wires attached or inside the cartridge.   

o (SBU) Very preliminary information received by SIOC indicates that, after 
further review, the item “is an IED.”  

o (SBU) Additional information being received indicates that the cartridge in 
Dubai, UAE is identical to the UK cartridge. Authorities are preparing to re-
examine. 

o (SBU) Actual package in Dubai is in screening facility, never got onto FEDEX 
aircraft; Package came to screening facility via another non-cargo carrier 
aircraft. 

 
Critical Infrastructure Key Resources (CIKR) 
x (U) The aviation sub-sector remains at HSAS level Orange.  
 
National Operations Center 
x (U) DHS National Operations Center is continuing to monitor this situation and provide 

updates as necessary. 
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1500 SLG call  

 NOC Steady State 1230‐10 Suspicious Package – Philadelphia, PA/Newark, NJ 

I& A: 

SLIC messages and HS messages have been sent out. 

1600 conference call scheduled with Fusion today. 

The suspicious package in JP Morgan is similar to the package in United Kingdom. 

There is no resolution on the package in Long Island, NY. 

The package in New York and Philadelphia; waiting for results. 

Flight from UAE is being monitored. 

A product will be sent out from FBI and I & A tomorrow.  Fusion will be sending out spot reports every 3 
hours.   

CBP: 

CBP checked the status of 32 shipments flights from Yemen, 1 potential flight with addresses of (Baptist/ 
Synagogue); flight is at JFK.    

Package at JP Morgan was delivered but retrieved; similar to the package found in United Kingdom, 
which has not been confirmed if it is an explosive.   

FBI is working to retrieve 2 packages from Philadelphia and 1 package from Long Island, NY.   

CBP has increased shipment inspections to include printers and cartridges. 

Flight 218 is being rescreened. 

Flight 204 Bomb Squad is experiencing difficulties with rescreening of cargo.   

OLA: 

Passenger flight from Dubai estimated time of arrival 1530 EDT to a remote site. 

POTUS will conduct a brief later this evening. 

OPA: 

Members of the Legislature have been briefed. 

Conference call scheduled at 1530 with TSA and CBP. 
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I & G: 

We will be sending materials out to Fusion Centers. 

There will be an increase of possible suspicious packages during the next 24 hours.    

S1: 

Spoke with United Kingdom and was told that emergency amendment notifications were sent out.  
United Kingdom will be meeting with the Cabinet and Forensic tomorrow at 1100 London time.  A 
Forensic report will be sent to the US.   
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John Brenan/Heidi Avery: 
They have what they need‐ SVTC at 6:30 
 
S2: 
Canadian and German counterparts reached don’t need info 
 
S1: 
Forensics needed‐ Damage that could be caused‐ Analytics needed 
Call on Saturday from NAC 
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