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From:  <CTR> on behalf of 
Sent: Friday, October 29, 2010 1:45 PM
To:
Cc:
Subject: NOC Steady-State 1230-10 Telephone notifications from initial call from NCTC DIR to S2 at 

2241 Thursday 10-28

0000  CWO Æ Marco Lopez (CBP), no answer, Cell 

0001  CWO Æ Marco Lopez (CBP), no answer, Cell, left message

0004  Noah Kroloff (SEC) Æ CWO Æ Conference Call 

0006  CWO Æ Marco Lopez (CBP), no answer, Cell 

0008  CWO Æ Marco Lopez (CBP), no answer, Cell

0013  Capt. Sibley (SEC) Æ SWO 

0015  Noah Kroloff (SEC) Æ CWO 

0015  Chris DeRusha (DSEC) Æ Don Bathurst (USM), no answer, Cell; 0016, no answer, 
Alt # 

0020  CWO Æ Don Bathurst (USM) Æ Chris DeRusha (DSEC) 

      0023  Ron Penn (DSEC) Æ CWO 

0028  CWO Æ Ron Penn (DSEC) 

0037  Brian de Vallance (DSEC) Æ Noah Kroloff (SEC) 

0040  Brian de Vallance (DSEC) Æ CWO 

0043  CWO Æ Brian de Vallance (DSEC) Æ Conference Call 

0048  CWO Æ Amy Shlossman (SEC) Æ Conference Call 

0050  CWO Æ Noah Kroloff (SEC) Æ Conference Call 

0051   CWO Æ Caryn Wagner (I&A) Æ Conference Call 

0052  CWO Æ S‐2 Æ Conference Call 

0053  Brian de Vallance (DSEC) Æ Conference Call 

0130  Marco Lopez (CBP) Æ SWO 

0206  CWO Æ S‐2 Æ Conference Call 

0207  CWO Æ S‐1 Æ Conference Call 

0757  Chris De Rusha Æ CWO 

0840  CWO Æ Matt Sibley 

0848  CWO Æ Chris De Rusha 

0855  Noah Kroloff Æ CWO 

0858  CWO Æ S2 

0859  CWO Æ S1 

0900  CWO Æ S1 

0910  CWO Æ John Pistole, no answer on office or cell

0913  CWO Æ John Pistole, no answer on office or cell

0914   Æ CWO 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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0915  S2 Æ CWO Æ S1 Conference 

0933   Æ CWO 

0956   Æ SWO 

1008  Æ CWO 

1016   Æ   

1022   Æ CWO 

1031     Æ CWO 

1102  Æ CWO 

1106   Æ   

1118  Æ ASWO 

1120  S2 Office Æ SWO 

1127  Æ CWO 

1130   Æ   no answer on office, then requested to speak 
with SWO 

1150   (Treasury) Æ SWO 

1217  CWO Æ CG‐01 

1219  CWO Æ CG‐01 

1219  CG‐01 ÆCWO 

1220   Æ CWO 

1224  Æ CWO 

1231  CWO ÆJohn Pistole 

1236  CWO Æ   

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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Please find all telephone notifications made from the CWO to Senior Staff as of the initial phone call from Mike Leiter, 
Director NCTC, to the DSEC from 2241‐2348 on October 28, 2010. 
 
 

2241  (NCTC)Æ  (DSEC) Cell, no answer; Home, 
connected 

2250 Alexander (WHSR) John BrennanÆS-1, Cell, no answer; 2252 Home, no 
answer 

2258 S-2ÆWHSR 

2304 
(WHSR)Æ  (SEC), no answer, Cell; (SEC), 

stated to call  on Alt #; 2307 (SEC), Alt #, 
connected 

2316 S-2ÆSWO 
2319 Noah Kroloff (SEC)Æ (SEC) 

2323 Rand Beers (NPPD)Æ Conference Call 

2327 Noah Kroloff (SEC)ÆSWO 

2327  (POL)Æ Conference Call 

2328  (DSEC)ÆCWO 

2328 Rand Beers (NPPD)ÆCWO 

2328 Amy Shlossman (SEC)Æ Conference Call 

2330 Noah Kroloff (SEC)ÆCWO 

2331 Rich Chavez (OPS)ÆSWO 

2333 S-1ÆNoah Kroloff (SEC) 

2334 Rich Chavez (OPS)ÆSWO 

2334 Noah Kroloff (SEC)ÆS-1 

(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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Very respectfully,  
 
Communications Watch Officer  
US Department of Homeland Security  
National Operations Center  
Office: 202

   dhs.gov 
 

2336 S-1ÆConference Call 

2336 Noah Kroloff (SEC)ÆCWO 

2336 (DSEC)ÆConference Call 

2337 CWOÆS-2, Conference Call 

2340 CWOÆRand Beers (NPPD), no answer, Cell; 2341 connected, 
HomeÆConference Call 

2342  (OPS)Æ  (OPS) 

2343 Noah Kroloff (SEC)ÆRand Beers (NPPD) 

2344 CWOÆJohn Pistole (TSA), no answer, Cell; 2345, no answer, Home 

2348 Noah Kroloff (SEC)ÆIMO/CWO 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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should do the same. 
Mary Ann - you OK with this? 
Pranab - until this is put in place - make 100% sure that everything from Yemen is presented to CBP for xray 
Thanks 
Paul 
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Senior Intelligence Analyst 
Intelligence Watch & Warning 
Department of Homeland Security 

 

 

WARNING:  This document contains information that may be exempt from public release under the Freedom of 
Information Act (5 USC 552).  This document is to be controlled, handled, transmitted, distributed, and disposed of in 
accordance with Department of Homeland Security policy relating to FOUO information, and is not to be released to the 
public or personnel who do not have a valid "need to know" without prior approval from the originating agency. 
 

(b) (6), (b) (7)(C)
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v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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1030 SLG call 2 1230‐10 

Present on call: 

 

Sec Napolitano  

Dep Sec Lute 

Noah Kroloff 

Caryn Wagner 

Matt Sibley 

Sean Smith 

Art Macias 

Nelson Peacock  

Gail Rossides 

 

Caryn Wagner: 

Tear Lines have been sent to DHL and other foreign carriers.  

We will outreach to Jewish networks later today. 

Evidence of the two device is being taken by FBI legate in Yemen to President Saleh 

Gail Rossides: 

Dawn Scalici and Gail Rossides  are writing a paper of who got tear lines when.  

All U.S. carriers and foreign have been advised of rules now in place for cargo originating in Yemen and 
bound for U.S. 

 

CBP: 

Researching any connection between incoming cargos addressed to Synagogues in the U.S. 

Have reviewed all cargo and passenger rules in use by CBP and judge that they are sufficient for meeting 
this threat. 

00035



Have discussed research and rules with TSA and “we’re on the same page”  

OLA: 

Members of the Legislature have been briefed including Collins Lieberman Schumer and many staff 
members. There are many requests for information at this point. 

 

OPA (Sean Smith) 

Due to the nature and the media interest in this incident it has been determined that a broader 
statement is necessary. It will come from the White House It will something like this: 

 

Last night intelligence and law enforcement agencies received reports of a suspicious package enroute 
to the United States. They were able to intercept these packages in London and Dubai and originated 
from Yemen. The investigations at Newark and Philadelphia are precautionary in nature in response to 
this threat. NSA John Brennan advised the President of this last night.  

DHS will also announce that additional security measures will be taken both seen and unseen will be in 
place.  

They’re starting a timeline of events and are going to want someone out on T.V. today. 

S1: 

I’m available after I land. 

We need to find out whether they were viable devices from the  UK  

Results of FBI Legate meeting with President Saleh (Yemen) 

Caryn Wagner will take both for action 
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The Chief of Intel for DHS is requesting data base checks for the following schools… 
 
Yemen American Institute for Language‐Computer‐Management (YAI) 
 
American Center for Training and Development (ACT) 
 
Because individuals possibly associated with the schools sent the packages intercepted in Yemen and the UK 
 
Please run these names through your databases to see if: 

1‐ Anyone has been sponsored in by the schools 
2‐ Have they used these institutes on VISA applications 
3‐ Are the listed in anyone PNR data 

 
I do not have a great understanding of other organizations databases so I can’t add any other questions but I am asking 
everyone to run these name through whatever databases you have however they work and pass us the results.  
 
If you have any questions please call – although there is no suspense given for this information it would be great if it was 
able to be passed to her during our 0645 briefing tomorrow morning. 
 
V/r, 
 

 
Senior Intelligence Analyst 
Intelligence Watch & Warning 
Department of Homeland Security 

 

 

WARNING:  This document contains information that may be exempt from public release under the Freedom of 
Information Act (5 USC 552).  This document is to be controlled, handled, transmitted, distributed, and disposed of in 
accordance with Department of Homeland Security policy relating to FOUO information, and is not to be released to the 
public or personnel who do not have a valid "need to know" without prior approval from the originating agency. 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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At 2246 hours, notified by JTTF in regards to a 
possible threat on a inbound FEDEX & UPS flight 
carrying possible explosives from Yemen.  
 
At 2308 hours, SLT bridge established 
 
OI watch stated that on 25, 26 SEP possible 
packages traveling from Yemen to U.S, on FEDEX 
 
UPS and  FEDEX Planes grounded in Midland 
UK and Dubai 
 
UPS package is in Midland UK and package is 
islolated.  LEOs are on scene.  Tracking numbers 
are passed to TSOC.   
 
Dubai package is islolated. 
 
Midland UK package is isloated. 
 
 

one package FEDEX disquised as toners 
 
Information on situation being sent to TSARs in 
area to close loop. 
 
Packages are located in containers. One per 
aircraft 
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Cargo planes not passenger aircraft. 
 
Explosives maybe in liquid form located in printer 
cartiages.   
 
Statement to all US carries will be released by 
TSAR. 
 
27 SEP failed attempt of shipment of possible 
explosives 
 
One explosive connected to timer device and 
other explosive device connect to cell phone. 
 
OI will push unclassified TEAR lines to all 
information to US Carriers and shippers. 
 
Destination of packages where to churchs located 
within 6 miles of each other. 
 
FAA to pull all incoming commerical and cargo 
flights for the next 6 hours. 
 
FBI stated to FEDEX director that all package with 
possible explosive are located in Dubai. 
 
Package has been identified and isloated on the 
ground in Dubai.  No aircraft involved. 

00052



 
FEDEX is checking all there systems from Yemen 
for any suspicious packages. 
 
Per FEDEX Corporate Security: 
 
The package on the ground in Dubai is 21 kilo's 
50 pound package declared valued of $150.00 
USD. 
 
The package was addressed to . 
 

 lives at  
Chicago, IL 
 
the shippers name is  
 
address is Sana Yemen. 
 
FEDEX Package were sent from Yemen American 
Center for Training and Development. 
 
UPS Package came from the Yemen Computer 
Institued. 
 
Midland UK package is UPS.  Has Timer with 
smaller package. 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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Dubai package is FEDEX. Has Cellphone with 
larger package 
 
EOD on UPS Aircraft in Midland UK 
 
TSAR UK stated that British EOD has reports of 
another package possibly going to France. 
Unofficial report.  
 
At 0055 hours, FAA reported the following 
estimated flights in the Air. 
 
66 UPS planes inbound Cargo  
 
119 FEDEX planes inbound Cargo 
 
In the air over the next 6 hours. 
 
(note) flights subject to change over the next 6 
hours. 
 
Actual package in Dubai is identified is in 
screening facility, never got onto FEDEX aircraft 
EOD in route.  Came to screening facility via 
another aircraft non cargo carrier. 
 
In Dubai 50 pound package printers and toners 
explosives maybe in liquid form.  
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13 packages from Yemen located in Dubai isloated 
with no screening anomalies.  Turned over to Fire 
department per FEDEX corporate security. The 
package in question was one of the 13 packages 
screened.  The packages where screened by x-
ray.    
   
no more packages will be processed for 48 hours 
in SANA YEMEN. 
 
At 0126 hours, SLT bridge stood down. 
 
0516 hrs: UPS 208 (Koln/Bonn, Germany-EWR) 
landed without incident 
 
0814 hours: UPS 204 (Koln/Bonn, Germany-
PHL) landed without incident 
 
0906 hrs: UPS 218 (Charles de Gaulle-PHL) 
landed without incident 
 
0915 hours: TSOC SIMG Conference Call 
Established 
 
0930 Flt#204 Held in PHL from continuing to next 
destination per TSA 
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0933: per FBI preliminary testing confirmed IED. 
 
0946: PHL TSA reported UPS cargo building 
evacuated due to suspicious packages. Building is 
approx. 450-550 ft from main terminal. 
 
0957: Delta Corp. reported that PHL has initiated 
a ground stop for all arrival/departure flights until 
1045 hrs.  
 
1000: per FAA ground stop has been lifted, 
however, if the aircraft (UPS FLT #:  NOT 
OBTAINED) doesn't move within the next few 
hours, ground stop will be re-initiated  
 
1002: PHL reports local media attention 
 
1004: PHL Coordination Center reported tracking 
#'s for packages: 
201-29V-FC-34C 
H815-169-2178 
 
1008: per PHL: situational awareness: all inbound 
aircrafts were placed on ground hold. Ground stop 
lifted at 1006 hrs.  
 
1010: National Media attention reported 
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1013: CIMG being stood up at 1200 hrs 
 
1020: per PHL conference bridge: FBI assumed 
primary role of incident. 
 
1054: per CNN news: reported 3-people onboard 
aircraft (flight: not obtained) were scanned for 
HAZmat with negative results. 
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At 1845 hours on November 3 a TSA Public Affairs Representative reported that they had 
received an inquiry from NBC regarding a possible evacuation of a DHL cargo facility at New 
York Kennedy. At 1849 hours, TSOC contacted New York Kennedy TSA who reported that at 
1750 hours, the DHL cargo facility was evacuated by Port Authority Police, due to a 
package, shipped from Yemen to Cincinnati, that was shown to contain a cell phone during 
CBP screening. On November 2, New York Kennedy TSA and K-9’s screened the package 
with negative results. On November 3, CBP rescreened the package, and alerted Port 
Authority Police after detecting a cell phone inside the package. At 1750 hours, the AFSD-
Inspections, a TSI, and the Port Authority Police responded, evacuated the DHL cargo 
facility, established a perimeter, and alerted the New York Police EOD. At 1855 hours, New 
York Police EOD arrived on scene. At 1945 hours, New York Kennedy TSA reported that the 
package arrived on October 29, onboard Emirates 203 (Dubai, United Arab Emirates-New 
York Kennedy). At 2000 hours, New York Police EOD cleared the package. At 2005, hours 
the building was repopulated. There was no impact to flight operations. There was local and 
national media attention. TSOC briefed the DEN, notified DHS, TSA-OI, JFK TSA, Emirates 
IIR, the Area 1 Director, TSNM Cargo, and initiated a routine ANS page.   
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Please provide the current status of redrafting of the Security Directives and Emergency Amendments for cargo security 
procedures in regard to Yemen and a possible extension of such until 8 November. 
 
NOC 1230‐10‐011 has been assigned. 
 

 
Assistant Senior Watch Officer 
DHS, National Operations Center 

 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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Please run these names through your databases to see if: 

1‐ Anyone has been sponsored in by the schools 
2‐ Have they used these institutes on VISA applications 
3‐ Are the listed in anyone PNR data 

 
I do not have a great understanding of other organizations databases so I can’t add any other questions but I am asking 
everyone to run these name through whatever databases you have however they work and pass us the results.  
 
If you have any questions please call – although there is no suspense given for this information it would be great if it was 
able to be passed to her during our 0645 briefing tomorrow morning. 
 
V/r, 
 

 
Senior Intelligence Analyst 
Intelligence Watch & Warning 
Department of Homeland Security 

 

 

WARNING:  This document contains information that may be exempt from public release under the Freedom of 
Information Act (5 USC 552).  This document is to be controlled, handled, transmitted, distributed, and disposed of in 
accordance with Department of Homeland Security policy relating to FOUO information, and is not to be released to the 
public or personnel who do not have a valid "need to know" without prior approval from the originating agency. 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Chavez, Richard  
Sent: Friday, October 29, 2010 12:59 PM 
To: Shlossman, Amy;   Triner, Donald 
Cc: Kroloff, Noah; ' '; ' '; Grossman, Jordan; Fox, 
Julia 
Subject: RE: Tick tock 
 
Already working.  Will send ASAP... 
 
Richard M. Chávez 
Acting Director, Operations Coordination and Planning 
Department of Homeland Security 
Office:    
Vigilance, Unity, Resilience ‐ Comprised of Many, Performing As One  
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Shlossman, Amy  
Sent: Friday, October 29, 2010 12:56 PM 
To:   Chavez, Richard; Triner, Donald 
Cc: Kroloff, Noah; ' ; 'D ; Grossman, Jordan; Fox, 
Julia 
Subject: Tick tock 
 
Rich/Don‐ Secy is asking for a tick tock since last night when we were first notified. Can 
you please send to this group asap. Thanks. 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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Focus on important injects and outputs. List phone notifications especially the DHS 
leadership phone call / conferences.  
 
Mark  
 

 
Deputy Director 
National Operations Center 
Operations Coordination and Planning 
Department of Homeland Security 

 
 
 

 
 

 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Triner, Donald  
Sent: Friday, October 29, 2010 1:06 PM 
To: Gramlick, Carl;   
Subject: FW: Tick tock 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Chavez, Richard  
Sent: Friday, October 29, 2010 12:59 PM 
To: Shlossman, Amy;  '; Triner, Donald 
Cc: Kroloff, Noah; ' ; ' ; Grossman, Jordan; Fox, 
Julia 
Subject: RE: Tick tock 
 
Already working.  Will send ASAP... 
 
Richard M. Chávez 
Acting Director, Operations Coordination and Planning 
Department of Homeland Security 
Office:    
Vigilance, Unity, Resilience ‐ Comprised of Many, Performing As One  
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Shlossman, Amy  
Sent: Friday, October 29, 2010 12:56 PM 
To:  ; Chavez, Richard; Triner, Donald 
Cc: Kroloff, Noah; ' '; ' ; Grossman, Jordan; Fox, 
Julia 
Subject: Tick tock 
 
Rich/Don‐ Secy is asking for a tick tock since last night when we were first notified. Can 
you please send to this group asap. Thanks. 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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Subject: S1 RFI 
Importance: High 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

4.  When the package in question involved in the incident below departed Yemen. 
5. Where it had come from immediately before arriving at JFK. 
6. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
Bryan 
 

From:  
Sent: Wednesday, November 03, 2010 8:45 PM 
Subject: NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated - New York, NY (2030 EDT 3 Nov 10) 
 
 
NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated – New York, NY 
 
Current:  The Transportation Security Administration (TSA) reports a cargo facility at John F. 
Kennedy International Airport (JFK) was partially evacuated while a suspicious package was 
investigated by New York/New Jersey Port Authority police.  Customs and Border Protection reported 
a re-delivery on a package originating from Yemen.  A Non-Intrusive Inspection (NII) scan revealed a 
cell phone. No explosives were detected. A Department of Homeland Security  component and inter-
agency blast call was conducted with amplifying information from TSA.  The package was cleared 
and identified as a cell phone wrapped in envelopes and paper.  The cargo facility has resumed 
normal operations. 
 
Future:  The DHS National Operations Center (NOC) will continue to monitor this  
incident and provide updates as warranted. This item will be removed from the Common Operational 
Picture at 2130 EDT. 
 
Other:  Open source media reports that the package originally arrived on United Arab Emirates flight 
201 on 29 Oct.  
 
Background:  On the evening of 28 Oct 10, TSA reported suspicious packages aboard two 
commercial cargo aircraft.    
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v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 
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From:   
Sent: Sunday, October 31, 2010 1:06 PM 
To:  

 Threat Updates 
Subject: DHS I&A RFI NOC #1230-10 
 
Good Morning, 
 
The Chief of Intel for DHS is requesting data base checks for the following schools… 
 
Yemen American Institute for Language‐Computer‐Management (YAI) 
 
American Center for Training and Development (ACT) 
 
Because individuals possibly associated with the schools sent the packages intercepted in Yemen and the UK 
 
Please run these names through your databases to see if: 

1‐ Anyone has been sponsored in by the schools 
2‐ Have they used these institutes on VISA applications 
3‐ Are the listed in anyone PNR data 

 
I do not have a great understanding of other organizations databases so I can’t add any other questions but I am asking 
everyone to run these name through whatever databases you have however they work and pass us the results.  
 
If you have any questions please call – although there is no suspense given for this information it would be great if it was 
able to be passed to her during our 0645 briefing tomorrow morning. 
 
V/r, 
 

 
Senior Intelligence Analyst 
Intelligence Watch & Warning 
Department of Homeland Security 

 

 

WARNING:  This document contains information that may be exempt from public release under the Freedom of 
Information Act (5 USC 552).  This document is to be controlled, handled, transmitted, distributed, and disposed of in 
accordance with Department of Homeland Security policy relating to FOUO information, and is not to be released to the 
public or personnel who do not have a valid "need to know" without prior approval from the originating agency. 
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From:   
Sent: Thursday, November 04, 2010 5:15 AM 
To:  
Cc: Triner, Donald;  
Subject: S1 RFI 
Importance: High 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

4.  When the package in question involved in the incident below departed Yemen. 
5. Where it had come from immediately before arriving at JFK. 
6. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
Bryan 
 

From:  
Sent: Wednesday, November 03, 2010 8:45 PM 
Subject: NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated - New York, NY (2030 EDT 3 Nov 10) 
 
 
NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated – New York, NY 
 
Current:  The Transportation Security Administration (TSA) reports a cargo facility at John F. 
Kennedy International Airport (JFK) was partially evacuated while a suspicious package was 
investigated by New York/New Jersey Port Authority police.  Customs and Border Protection reported 
a re-delivery on a package originating from Yemen.  A Non-Intrusive Inspection (NII) scan revealed a 
cell phone. No explosives were detected. A Department of Homeland Security  component and inter-
agency blast call was conducted with amplifying information from TSA.  The package was cleared 
and identified as a cell phone wrapped in envelopes and paper.  The cargo facility has resumed 
normal operations. 
 
Future:  The DHS National Operations Center (NOC) will continue to monitor this  
incident and provide updates as warranted. This item will be removed from the Common Operational 
Picture at 2130 EDT. 
 
Other:  Open source media reports that the package originally arrived on United Arab Emirates flight 
201 on 29 Oct.  
 
Background:  On the evening of 28 Oct 10, TSA reported suspicious packages aboard two 
commercial cargo aircraft.    
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v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 
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UNCLASSIFIED//FOR OFFICIAL USE ONLY 

 

28 October 2010 Timeline for Disguised International Explosive Shipment (Yemen) 

NOC Incident # 1230‐10 

Input collected from:  OPS 

2322 (CTWatch) SWO receives Tier 1 Notification:  Disguised Explosives Shipped via UPS and FEDEX from 
Yemen: 

(U) Update:  Originating information is from a highly credible source.  FedEx has coordinated 
with Dubai Authorities are getting item of FedEx aircraft and isolating item that contains 
TR#8734 4790 1730 until Dubai can neutralize item. As per SSA  :  UPS has 
located their package in Great Britain and putting in isolation.  Authorities on scene.  Additional 
Flight information:  UPS flight from Yemen to Cologne to Great Britain to Chicago.  CT Watch is 
currently engaged in efforts to obtain additional information regarding this matter. We will 
continue to post updates, when appropriate, in an expeditious manner.  CT/Watch/rcs 

 

2246 (NOC SWO) Notified by JTTF in regards to possible threat on an inbound FEDEX & UPS flight 
carrying possible explosives from Yemen. 

2257 New Incident #1230‐10 (28 Oct) – Disguised International Explosive Shipment.  S2 Cos Brian De 
Vallance speaks with SWO concerning classified information being developed with the Intel community 
regarding the above subject line. 

2308 OI watch stated on 25/25, Sep possible packages traveling from Yemen to U.S. on FEDEX and UPS 
and FEDEX Planes grounded in Midland, UK and Dubai.  UPS package is in Midland, US and is isolated.  A 
Dubai package is isolated.  One package FEDEX disguised as toners.  Info on situation being sent TSARs in 
area to close loop.  Explosives maybe in liquid form located in printer cartridges.  One explosive 
connected to timer device and other explosives device connected to cell phone. 

2316  NOC begins fielding multiple calls from DHS individuals requesting entrance to the S2 Conference 
Bridge and White House personnel requesting to speak with S1 (See SWO Log).  CWO’s having difficulty 
establishing S2 Conference Bridge due to volume of calls, dropped calls, bridge call sound quality, and 
system limitations.  SWO, ASWO, CWOs, IMOs and Trackers are fielding all phone calls. 

2322:  From FBI CT Watch:  Information source rated as credible state that there were explosives 
contained in toner cartridges which were to be detonated while in the air.  Both packages located 
aboard aircraft.  One package located in Midland, England and on package located in Dubai.  Both 
packages have been removed from the aircraft, isolated and, are awaiting disposition by local 
authorities. 

(b) (6), (b) (7)(C)
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2327:  Mr. Kroloff calls SWO about sound quality of Conference Bridge.  SWO advises Mr. Kroloff that 
NOC was attempting to establish a new conference bridge in order to address the sound quality issues. 

2337:  SWO confirms with WHST, on behalf of Mr. De Vallance, that a WHSR SVTC is not scheduled.   

2336:  S1 enters into the conference bridge 

2353:  TSA advises it was informed of two cargo aircraft reportedly carrying explosives located inside 
toner cartridges.  Both aircraft currently on ground in Dubai and Midland, England.  Local law 
enforcement on scene. 

29 Oct 2010 

0001:  Notification sent to Front Office Awareness group email. 

0007:  Ms. Amy Kudwa query, “when do we expect to hear if packages contain explosives?” 

0018:  Ms. Amy Schlossman advises to forward email to Close Hold Group 

0019:  Notification sent to Significant Incident/Close Hold Group 

0019:  FBI CT Watch estimates three to four hours for local authorities to determine if packages 
explosives. 

0041:  Mr. Kroloff directs CWO to establish Conference Bridge at 0045 EDE 

0050:  CWO contacts Mr. Kroloff and enters him into the conference call.  Mr. Kroloff requests another 
conference bridge at 0200 EDT. 

0156:  Update #1 sent to Significant Incident / Close Hold Group. 

0200:  S1/S2 Conference Bridge established. 

0229: Per U/S Intel, Ms. Caryn Wagner, NOC is to notify S1 upon determination of explosive content of 
suspect packages. 

0235: Per Mr. Kroloff, the NOC will establish a conference bridge at 0900 EDT.  The notification email is 
to be sent at 0830 EDT. 

0247: NDD forwarded update #1 to WHSR and Mr. Dabney Kern. 

0327:  Sent update to Significant Incident / Close Hold group:  TSA reports that at 0355 EDT, the suspect 
package in Midland, England has been cleared by Scotland Yard.  The package contained a laptop 
computer, clothes, and porcelain. 

0423:  SWO contact CAPT  with information about the Midland, England package. 
(b) (6), (b) (7)(C)
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0423: NDD forwarded Update #2 to WHSR and Mr. Dabney Kern. 

0516: Mr. Triner requests confirmation that both packages have been cleared and that there is a 48 
hour hold on all package shipments from Sanaa, Yemen (FEDEX & UPS). 

0523: Responded to Mr. Triner confirming status of packages:  checking with TSA on package shipment 
hold. 

0538: Responded to Mr. Triner that as per TSA, there is a possible hold on processing FEDEX packages in 
Sanna, but there was no mention of UPS. 

1015:  MEL, WHSR, requested confirmation if planes in Philly were related to the overnight incident. 

1024: Dab Kern, WHSR, requested confirmation if planes in Philly were related to the overnight incident. 

1045: TSA reports UPS cargo facility in Philadelphia and Newark notified. 

1055: Conference notification email sent. 

1107:  Email to S1 Front office awareness group on Newark and Philly UPS facility radiological threat. 

1149: John Sandweg edits received. 

1157: NOC note released 

1200:  WHSR asked if radiological event was confirmed.  Per TSA, no radiological suspected or received. 

1209: Blast call.  Ms. McGrath, CBP SITROOM, stated that UPS trucks in Brooklyn & Illinois were stopped 
with suspicious packages.  She requested follow‐up on whether or not the incidents were related & a 
copy of the tearline. 

1216: Tearline sent to Blast Call Distro. 

1216: Conference reminder sent to distro. 

1230:  Conference commenced 

1236:  Tearline pushed to fusion and state/local desks. 

1245: Mr. Chavez, State Ops, requested if explosives had been confirmed. 

1246: TSA reported that Newark UPS facility reopened. 

1250: Call to Mr. Chavez noting no explosives found in Newark and Newark reopened. 

1251: Notification sent re: 1500 Conference call. 

1312:  SWO briefed Canada OPCEN 
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Cc: Kroloff, Noah; 'John.Sandweg@dhs.gov'; 'Daniel.Grant@dhs.gov'; Grossman, Jordan; Fox, 
Julia 
Subject: Tick tock 
 
Rich/Don‐ Secy is asking for a tick tock since last night when we were first notified. Can 
you please send to this group asap. Thanks. 
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� Subsequent to the agents’ deployment, SAC Chicago management engaged its counterparts at 
CBP to facilitate cooperation and collaboration in efforts related to the aforementioned 
consignment hubs.   

� HSI SAC CH engaged the Chicago Field Intelligence Group (FIG) to ensure the effective 
monitoring and handling of all classified traffic related to the events. 

� Based on the potential for other developments requiring immediate intervention, two groups of 
agents within the HSI SAC CH office were placed on standby in the event that deployment 
became necessary.  

� Throughout the day, two international flights arriving within the HSI SAC CH AOR, one at the 
Louisville UPS facility and one at the Northern Kentucky DHL facility, were subjected to 
special screening based on suspected threats.  HSI agents, in coordination with CBP, 
participated in screening efforts.   

� It was determined, in partnership with CBP, that parcels from Yemen had already been cleared 
for entry prior to the agencies becoming aware of the threat.  Consequently, HSI agents worked 
with CBP officials to recall those parcels for additional screening.  Agents from RAC 
Louisville, RAC Northern Kentucky, and RAC Indianapolis were placed in standby mode in the 
event that related investigative leads are developed. 

� HSI SAC CH JTTF agents participated, in partnership with the FBI, in interviews of 
approximately five representatives of Chicago-based Jewish religious institutions.  Among these 
institutions are the two to which intercepted parcels containing explosive devices were 
destined.   

Update on 10/30/2010 at 8:30 AM (EDT): 
� On Friday, evening October 29, 2010, HSI SAC CH JTTF Agents assisted in locating and 

conducting interviews at four addresses for synagogues in the city of Chicago. The interview 
teams consisted of four teams, comprised of one FBI and one HSI SAC CH agent in each team.  

� Two of the synagogues identified for interview were the intended recipients of packages from 
Yemen that were intercepted in the UK and the UAE which contained explosives. Of the two 
locations, neither building in Chicago was an active synagogue.  One was inactive due to a 
decline in membership and has been sold to a private school several years ago. The other was 
actually not a synagogue that may have been misidentified as a synagogue in an open source 
search. 

� As this investigation develops, all pertinent information will be forwarded, through channels, to 
HSI HQ Field Operations. 

 
Update on 10/30/2010 at 3:00 PM (EDT):  
� On Saturday, October 30, 2010, two international flights possibly containing parcels of interest 

arrived within the SAC CH AOR: one at the UPS hub the other at the DHL hub; both aircraft, 
and the cargo were subsequently been cleared. 

� Four DHL parcels from Yemen were cleared on October 29, 2010 prior to CBP officials 
becoming aware of the recent threat; the only nexus to recent events was the origination 
country.   

� Three of the four parcels had yet to be delivered and were still in the DHL package stream.  
� Two of the three packages have subsequently been cleared.  
� The remaining package has been secured by DHL at their facility in Ottawa, Canada and will be 

screened once the facility opens.   
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� The remaining package had been delivered to an address in Portland was subsequently 
recovered by DHL and searched without incident.  

Update on 10/31/2010 at 6:00 PM (EDT): 
� HSI SAC CH special agents, working in close coordination with CBP/OFO, have identified 

DHL parcels originating in Yemen destined for Atlanta, GA and Ottawa, Canada.  Subsequent 
to careful inspection, these two parcels have been cleared of explosive devices.  

� A third DHL parcel, also originating in Yemen and bound for Sacramento, CA, is being held in 
a closed, secure facility pending a thorough search on Monday morning, November 1, 2010.   

� An interview with the recipient in Sacramento identified the contents of the package as 
photographs from the recipient’s mother in Yemen; this package is also less than one pound in 
weight. 

  
SAC NEW YORK 
Initial Information (10/29/2010 at 11:00 AM – EDT): 
� On October 29, 2010, at approximately 10:30 AM (EDT) HSI SAC New York (SAC NY) 

agents assigned to the JTTF received information concerning two (2) suspicious packages in 
UPS delivery trucks: one truck was in Brooklyn; the second truck was in Queens. 

Update on 10/29/2010 at 3:30 PM (EDT): 
� At approximately 11:40 a.m. (EDT) HSI SAC/NY received information from HQ inquiry about 

NY and JFK involvement with various reports of UK discovery of explosive device discovered 
on UPS flight originating in Yemen, transiting UK destined for US. 

� At approximately 11:47 a.m. HSI SAC/NY JTTF agents in response to the information received 
are dispatched to the NY JTTF Chelsea Office and engage the involved JTTF squads (Yemen / 
UK Threat). HSI agents assigned to each of these squads begin receiving reportable information 
and provide assistance in vetting incoming threat streams. 

� At approximately 11:50 a.m. HSI SAC/NY JTTF agents receive information that NYPD has 
detained a UPS truck in Queens for Bomb squad evaluation. 

� At approximately 12:05 p.m. HSI SAC/NY JTTF attempt to vet information regarding the 
detention by NYPD of two UPS trucks. One in Queens, NY and the other in Brooklyn, NY in 
the vicinity of the Metroplex office complex. 

� At approximately 12:20 p.m. HSI SAC/NY JTTF receives confirmation that both vehicles have 
been detained, have undergone hazmat and explosives screening and have been cleared. 

� At approximately 12:40 p.m. HSI SAC/Newark advised the SAC/NY that Newark activity has 
been cleared. 

� At approximately 12:54 SAC/NY informs HQ personnel that the Queens UPS truck and the 
Brooklyn Metroplex was cleared by the NYPD. 

� At approximately 1:26 p.m., HSI SAC/NY JTTF special agents notified by CBP that they will 
be conducting enhanced security screening of two inbound flights reported to have cargo that 
originated in Yemen: one flight was identified as Emirates EK 201; the other flight a FedEx 
cargo flight.  HSI SAC NY and the JTTF had not received any specific threat information on 
either flight; both aircraft arrived at JFK International Airport at 3:30 p.m. 

� At approximately 1:30 p.m. SAC NY JTTF dispatches agents to JFK to assist CBP in the 
cargo/passenger screening. 

� At approximately 1:30 p.m. SAC/NY JTTF agents on scene at JFK coordinating screening 
activity with CBP and FBI. 
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� HSI SAC NY remains engaged with its DHS partners (CBP and TSA) responding to and 
searching aircraft purported to contain packages originating in Yemen. 

� HSI SAC NY remains engaged with the FBI/JTTF conducting analysis of intelligence received 
during this ongoing event. 

Update on 10/29/2010 at 10:30PM ( EDT):  
� At approximately 5:30 p.m. SAC/NY JTTF reports that the FEDEX flight has been cleared with 

no reportable information developed.  
o SAC/NY JTTF agents further report that Emirates Flight 201 did not have any cargo 

originating from Yemen. It is reported that the package in question arrived on an earlier 
flight. 

o SAC/NY JTTF agents, in coordination with CBP conduct efforts to locate this package. 
� At approximately 5:45 p.m. SAC/NY and CBP identify the freight forwarder involved in the 

shipment. Shipment originally reported to have been delivered to a Harlem, NY address.  
� At approximately 6:30 p.m. SAC/NY and JTTF agents are dispatched to the Harlem address to 

interview consignee. 
� At approximately 8:30 p.m. the package was determined to be in possession of a freight 

forwarder and was not delivered. 
� At approximately 9:00 p.m. the consignee of package interviewed by SAC/NY JTTF and FBI 

agents no derogatory information developed.  
� At approximately 10:00 p.m. CBP detains package from freight forwarder for further inspection. 
Update on 10/30/2010 at 8:30 AM (EDT): 
� At approximately 11:30 p.m. SAC/NY JTTF agents reported that CBP examination of a package 

revealed it to be documents, no derogatory or threat information is linked to package. SAC/NY 
JTTF agents were present during examination. 

� SAC NY reported that the New York JTTF JOC has been deactivated. 
 
SAC NEWARK  
Initial Information (10/29/2010 at 11:00 AM – EDT): 
� On October 29, 2010, at approximately 10:08 AM (EDT), the FBI contacted Port Authority 

Police Department at Newark Liberty International Airport (NLIA) with information about 
fifteen (15) possible IED’s on a UPS flight 828 from Germany.   

� Thirteen (13) of the devices were recovered prior to arriving at NLIA.  One of the remaining 
devices was believed to be in the UPS building at NLIA which was evacuated and the Union 
County Bomb Squad responded.  Further research by law enforcement and the Intelligence 
Community indicated the aforementioned information on the thirteen devices to be inaccurate. 

� There was, however, an additional package of interest originating from Yemen addressed to a 
business in Long Island City, NY that was placed on a UPS delivery truck. 

� The UPS truck carrying the suspect package to Long Island City, (Queens) NY was intercepted 
by the NYPD bomb squad and re-x-rayed with a more sophisticated screening machine; this 
package was subsequently cleared by the of NYPD.   

� The airport is running on schedule, cargo area is secured and a UPS plane was searched; no 
device was found and the suspicious package contained a letter believed to be a death 
certificate.  

Update on 10/29/2010 at 1:30PM (EDT):  
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� The package in Newark has been cleared by local bomb squad and the contents were found to be 
negative.   

� Additionally, the bomb squad has cleared the letter package at the UPS facility; this package 
contained paper.  SAC/NY JTTF copied the contents of this parcel that was bound for the 
Bronx. 

 
SAC PHILADELPHIA 
Initial Information (10/29/2010 at 11:00 AM – EDT): 
� On October 29, 2010, HSI SAC Philadelphia (SC PH) special agents assigned to the JTTF and 

Airport Investigations Groups responded to two inbound UPS cargo planes arriving at 
Philadelphia International Airport.  The response was predicated upon the discovery of a 
suspicious UPS package located in London, UK that was detained by UK authorities, and 
subsequently found to contain a toner cartridge laden with explosive material.   

� Seven (7) HSI SAC PH special agents, along with FBI, TSA, CBP, and Philadelphia Police 
Department, assisted in screening parcels originating in Yemen on board both the UPS flights: 
numbered UPS 0204 and UPS 0281.   

� Five parcels were identified on these arriving UPS flights for screening.  HSI SAC PH special 
agents were stationed within a multi-agency Command Post established at the UPS facility 
adjacent to the Philadelphia International Airport to provide updates as they became available. 

Update on 10/29/2010 at 1:30 PM (EDT): 
� HSI SAC PH special agents provided assistance with other partner agencies in physically 

locating the 5 parcels to be examined.  
Update on 10/29/2010 at 3:30 PM (EDT): 
� HSI SAC PH reported that all parcels were deemed to pose no threat and have been detained by 

CBP for potential further investigative measures.   
� HSI SAC PH will continue to coordinate with the inter-agency partners assigned to the 

Philadelphia Joint Terrorism Task Force.  
 
AMOC 
Update on 10/29/2010 at 1:30 PM (EDT): 
� HSI liaison to the CBP Air and Marine Operations Center (AMOC) in Riverside, CA has been 

monitoring developments in this incident as they affect the U.S. airspace.   
Update on 10/29/2010 at 3:30 PM (EDT): 
� HSI AMOC liaison reports twelve additional cargo aircraft inbound to the United States are 

being tracked predicated on the possibility of having cargo originating in and/or transiting 
through Yemen.   

� There is no specific intelligence to indicate the presence of suspicious packages on board any of 
these aircraft. 

 
 
OTHER PROACTIVE HSI INITIATIVES – HSI HEADQUARTERS 
Update on 10/31/2010 at 10:00 AM (EDT): 
� HSI has obtained a summons for internet provider (IP) activity on the two suspicious FedEx and 

UPS shipments that were identified and subsequently detained in Dubai and London 
respectively on Friday, October 29, 2010. 
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� Information received by HSI specific to the UPS parcel has yielded one potential lead: a sea 
cargo container that was previously exported to Yemen from the U.S. has received several 
queries via the internet (otherwise known as a “ping”) over the course of the past several 
months.  These queries have originated from the identical IP address that queried the UPS 
shipment containing the toner cartridge laden with PETN.   

� HSI Headquarters has obtained IP query data for UPS package intercepted in London from UPS 
Corporate Security.  Special agents conducted research of all of the addresses in the system for 
the time period beginning May 1, 2010 through October 30, 2010.  The data set provided the 
following information germane to this incident: 

o The results set revealed one relationship for a single U.S.-based hit on an air shipment 
from an address which comes back to FedEx. 

o Of greater significance, the results set contained a relationship for a Yemen-based 
address found in the target ping history.  Specifically, this address hit on ping made on 
July 1, 2010 for a sea cargo container that was exported out of New York in late May 
2010; this container transited Antwerp, Belgium and Salalah, Dhofar (a port city located 
in the southern region of Oman near the border of Yemen) before discharging on August 
17, 2010 in Hodeidah, Yemen (a port city situated on the Red Sea located in western 
Yemen).  Research conducted by HSI of container tracking records for the commercial 
shipping line that moved the container indicates the cargo container that had been pinged 
is currently empty and is located at the port terminal yard in Hodeidah, Yemen.   

� IP records developed by HSI special agents reveal the Yemen-based interest in the 
aforementioned sea cargo container was pretty significant.  Further, the interest in this container 
was exclusive to Yemen with the exception of two U.S. based addresses: one belonging to 
Monmouth (NJ) Internet Corporation and the other to Comcast.   

� HSI special agents issued a summons for the Ping data on the second FedEx package on Friday, 
October 29, 2010 and anticipate a report within the next several days. 

 
Update on 10/31/2010 at 6:00 PM (EDT): 
� HSI special agents assigned to Headquarters National Security Unit (NSU) Threat Assessment 

Section (TAS) have run various database queries on the name provided by the  
  This name is believed to be the name of the 

female student in custody by the Yemeni authorities who is purported to have sent the two 
parcels found to contain explosives secreted in toner cartridges.   

� No further biographical information is known about  at this time.   
� To date, records searched on the exact name provided and logical variations have not identified 

any nexus to the U.S.  
 
HSI International Operations 
 
ATTACHÉ LONDON 
Initial Information (10/29/2010 at 11:20 AM –EDT) 
� On October 29, 2010, HSI agents assigned to Attaché London reported that two packages 

originating from Yemen first determined to be negative for explosives were re-examined and 
later determined to be IEDs.  

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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� No further biographical information is known about  at this time, but HSI special 
agents in Yemen are pursing all viable leads to develop further information on this subject. 

� HSI Attaché in Sana'a, Yemen reports as of 8:30 PM local time in Yemen, the female student 
suspected of sending the parcels containing the bombs is still being detained by Yemeni 
authorities; however, she has not been formally charged. 

(b) (6), (b) (7)(C)
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Bryan 
 

From:  
Sent: Wednesday, November 03, 2010 8:45 PM 
Subject: NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated - New York, NY (2030 EDT 3 Nov 10) 
 
 
NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated – New York, NY 
 
Current:  The Transportation Security Administration (TSA) reports a cargo facility at John F. 
Kennedy International Airport (JFK) was partially evacuated while a suspicious package was 
investigated by New York/New Jersey Port Authority police.  Customs and Border Protection reported 
a re-delivery on a package originating from Yemen.  A Non-Intrusive Inspection (NII) scan revealed a 
cell phone. No explosives were detected. A Department of Homeland Security  component and inter-
agency blast call was conducted with amplifying information from TSA.  The package was cleared 
and identified as a cell phone wrapped in envelopes and paper.  The cargo facility has resumed 
normal operations. 
 
Future:  The DHS National Operations Center (NOC) will continue to monitor this  
incident and provide updates as warranted. This item will be removed from the Common Operational 
Picture at 2130 EDT. 
 
Other:  Open source media reports that the package originally arrived on United Arab Emirates flight 
201 on 29 Oct.  
 
Background:  On the evening of 28 Oct 10, TSA reported suspicious packages aboard two 
commercial cargo aircraft.    
 

(b) (6), (b) (7)(C)
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v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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Cc: Kroloff, Noah; 'John.Sandweg@dhs.gov'; 'Daniel.Grant@dhs.gov'; Grossman, Jordan; Fox, 
Julia 
Subject: RE: Tick tock 
 
Already working.  Will send ASAP... 
 
Richard M. Chávez 
Acting Director, Operations Coordination and Planning Department of Homeland Security 
Office:    
Vigilance, Unity, Resilience ‐ Comprised of Many, Performing As One  
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Shlossman, Amy 
Sent: Friday, October 29, 2010 12:56 PM 
To:   Chavez, Richard; Triner, Donald 
Cc: Kroloff, Noah; 'John.Sandweg@dhs.gov'; 'Daniel.Grant@dhs.gov'; Grossman, Jordan; Fox, 
Julia 
Subject: Tick tock 
 
Rich/Don‐ Secy is asking for a tick tock since last night when we were first notified. Can 
you please send to this group asap. Thanks. 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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28 October 2010 Timeline for Disguised International Explosive Shipment (Yemen) 

NOC Incident # 1230‐10 

Input collected from:  OPS 

2224: (IWW) NCTC called an informed IWW that there were two packages on a flight from Cologne, 
Germany. Destination was reportedly Chicago although initially they had no destination. 

2230: (IWW) NCTC called‐ the packages had timing devices and that the plane would explode after take 
off. NCTC provided two tracking numbers of the packages there were to be shipped. 

2246: (TSA)  At 2246 hours, notified by JTTF in regards to a possible threat on a inbound FEDEX & UPS 
flight carrying possible explosives from Yemen 

2246 (NOC SWO) Notified by JTTF in regards to possible threat on an inbound FEDEX & UPS flight 
carrying possible explosives from Yemen. 

2257 (NOC) New Incident #1230‐10 (28 Oct) – Disguised International Explosive Shipment.  S2 Cos Brian 
De Vallance speaks with SWO concerning classified information being developed with the Intel 
community regarding the above subject line. 

2300: (IWW) Called TSA to ensure that they were aware of the situation. They said they were contacting 
their leadership but could give us no further information at the time.  

2301: (IWW) Called Branch Chief Fischer to inform him. He directed me to call Director Afman and I 
CALled him and informed him of the situation and he directed me to call Ms. Scalici and then Ms. 
Wagner. I informed all parties of the situation. Specific times follow. 

2320: (IWW) NCTC called and said the FBI had grounded the FedEx flight in Dubai and the UPS package 
had been intercepted in the UK. 

2322 (CTWatch) SWO receives Tier 1 Notification:  Disguised Explosives Shipped via UPS and FEDEX from 
Yemen: 

(U) Update:  Originating information is from a highly credible source.  FedEx has coordinated 
with Dubai Authorities are getting item of FedEx aircraft and isolating item that contains 
TR#8734 4790 1730 until Dubai can neutralize item. As per SSA  :  UPS has 
located their package in Great Britain and putting in isolation.  Authorities on scene.  Additional 
Flight information:  UPS flight from Yemen to Cologne to Great Britain to Chicago.  CT Watch is 
currently engaged in efforts to obtain additional information regarding this matter. We will 
continue to post updates, when appropriate, in an expeditious manner.  CT/Watch/rcs 

 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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2335: (IWW) Contacted FBI CT Watch and they confirmed packages were grounded. 

2308 (NOC) OI watch stated on 25/25, Sep possible packages traveling from Yemen to U.S. on FEDEX and 
UPS and FEDEX Planes grounded in Midland, UK and Dubai.  UPS package is in Midland, US and is 
isolated.  A Dubai package is isolated.  One package FEDEX disguised as toners.  Info on situation being 
sent TSARs in area to close loop.  Explosives maybe in liquid form located in printer cartridges.  One 
explosive connected to timer device and other explosives device connected to cell phone. 

2316  (NOC) NOC begins fielding multiple calls from DHS individuals requesting entrance to the S2 
Conference Bridge and White House personnel requesting to speak with S1 (See SWO Log).  CWO’s 
having difficulty establishing S2 Conference Bridge due to volume of calls, dropped calls, bridge call 
sound quality, and system limitations.  SWO, ASWO, CWOs, IMOs and Trackers are fielding all phone 
calls. 

2322:  (NOC) From FBI CT Watch:  Information source rated as credible state that there were explosives 
contained in toner cartridges which were to be detonated while in the air.  Both packages located 
aboard aircraft.  One package located in Midland, England and on package located in Dubai.  Both 
packages have been removed from the aircraft, isolated and, are awaiting disposition by local 
authorities. 

2327:  (NOC) Mr. Kroloff calls SWO about sound quality of Conference Bridge.  SWO advises Mr. Kroloff 
that NOC was attempting to establish a new conference bridge in order to address the sound quality 
issues. 

2337:  (NOC) SWO confirms with WHST, on behalf of Mr. De Vallance, that a WHSR SVTC is not 
scheduled.   

2336:  (NOC)  S1 enters into the conference bridge 

2353:  (NOC) TSA advises it was informed of two cargo aircraft reportedly carrying explosives located 
inside toner cartridges.  Both aircraft currently on ground in Dubai and Midland, England.  Local law 
enforcement on scene. 

29 Oct 2010 

0000: (TSA) UPS and FEDEX Planes grounded in Midland UK and Dubai 
UPS package is in Midland UK and package is isolated. LEOs are on scene. Tracking numbers are passed 
to TSOC.  

0001:  (NOC) Notification sent to Front Office Awareness group email. 

0007:  (NOC) Ms. Amy Kudwa query, “when do we expect to hear if packages contain explosives?” 

0018:  (NOC) Ms. Amy Schlossman advises to forward email to Close Hold Group 

0019:  (NOC) Notification sent to Significant Incident/Close Hold Group 
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0019: (NOC)  FBI CT Watch estimates three to four hours for local authorities to determine if packages 
explosives. 

0041:  (NOC) Mr. Kroloff directs CWO to establish Conference Bridge at 0045 EDE 

0050:  (NOC) CWO contacts Mr. Kroloff and enters him into the conference call.  Mr. Kroloff requests 
another conference bridge at 0200 EDT. 

0058: (IWW) Called the FBI CT Watch to see if the individual packages were intercepted or whether the 
containers were. They informed us that the individual packages were intercepted. 

0130: (IWW) 0100 NCTC SPOT Report posted on NOL. 

0156: (NOC)  Update #1 sent to Significant Incident / Close Hold Group. 

0200:  (NOC) S1/S2 Conference Bridge established. 

0229: (NOC) Per U/S Intel, Ms. Caryn Wagner, NOC is to notify S1 upon determination of explosive 
content of suspect packages. 

0235: (NOC) Per Mr. Kroloff, the NOC will establish a conference bridge at 0900 EDT.  The notification 
email is to be sent at 0830 EDT. 

0247: (NOC) NDD forwarded update #1 to WHSR and Mr. Dabney Kern. 

0259: (IWW) Called CT Watch concerning the unclass TEARLINE proposal that   had sent and 
let them know that CINT did not agree with it because it still needed more information redacted from it. 
Phil said that it was all up to NCTC and other now. 

0320: (IWW) Contacted  , the Chicago rep and left a message on his cell to give the Watch a call 
and that we had some pertinent information on the threat to the synagogues. 

0327:  (NOC) Sent update to Significant Incident / Close Hold group:  TSA reports that at 0355 EDT, the 
suspect package in Midland, England has been cleared by Scotland Yard.  The package contained a 
laptop computer, clothes, and porcelain. 

0335: (IWW) Talked to   via secure phone and gave him details of the situation. He requested 
that we send the TEARLINE out to   (Chicago Rep) when in receipt.  

0423:  (NOC) SWO contact CAPT   with information about the Midland, England package. 

0423: (NOC) NDD forwarded Update #2 to WHSR and Mr. Dabney Kern. 

0516: (NOC) Mr. Triner requests confirmation that both packages have been cleared and that there is a 
48 hour hold on all package shipments from Sanaa, Yemen (FEDEX & UPS). 

0523: (NOC) Responded to Mr. Triner confirming status of packages:  checking with TSA on package 
shipment hold. 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C
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0538: (NOC) Responded to Mr. Triner that as per TSA, there is a possible hold on processing FEDEX 
packages in Sanna, but there was no mention of UPS. 

0556: (IWW) Emailed CIA and asked status of tearline as we had not received it yet. 

0608: (IWW) Called NCTC about the Unclass TEARLINE and they are now saying they are waiting on CIA 
to send them a workable TEARLINE with regards to the two packages from Yemen to Chicago. 

0634: (IWW) Response from CIA‐ still working. 

0741: (IWW) Received CIR‐ multiple packages with explosives heading to Chicago 

0755: (IWW) Disseminated CIR. 

0936: (IWW) Received CIR. 

0941: (IWW) Disseminated CIR. 

1000: (IWW) 0600 NCTC SPOT Report disseminated. 

1015:  (NOC) Mel, WHSR, requested confirmation if planes in Philly were related to the overnight 
incident. 

1024: (NOC) Dab Kern, WHSR, requested confirmation if planes in Philly were related to the overnight 
incident. 

1029: (IWW) Pulled from AMHS and disseminated CIR.  

1045: (NOC) TSA reports UPS cargo facility in Philadelphia and Newark notified. 

1055: (NOC) Conference notification email sent. 

1103: (TSA) Initial information receved from NTC Cargo: Two aircraft grounded and being examined in 
Philadekphia: UPS Flight 218 and 204. One aircraft at Newark UPS 208. 

1107:  (NOC) Email to S1 Front office awareness group on Newark and Philly UPS facility radiological 
threat. 

1109: (TSA) 0945 hours: UPS Cargo Facility in EWR being evacuated due to a suspicious package, approx. 
1,000 feet from EWR main terminal. 

1133: (TSA) Newark JTTF ATSAC reports that suspicious package described as containing syringes,, white 
powder (no further details at this time) and wires is destined to an address in the Bronx, NY.   

Bronx NY. 

1143: (TSA)  TSAR‐UK reported that cell phone physically located inside toner cartridge  

1149: (NOC) John Sandweg edits received. 

(b) (6), (b) (7)(C)

00128



1157: (NOC) NOC note released 

1200:  (NOC) WHSR asked if radiological event was confirmed.  Per TSA, no radiological suspected or 
received. 

1209: (NOC) Blast call.  Ms. McGrath, CBP SITROOM, stated that UPS trucks in Brooklyn & Illinois were 
stopped with suspicious packages.  She requested follow‐up on whether or not the incidents were 
related & a copy of the tearline. 

1210: (TSA) UPS Facility is still evacuated. Preliminary testing done on first package with negative 
results. Package has been x‐rayed (results pending) 
Second package remains on UPS truck near JP Morgan building.   

1216: (NOC) Tearline sent to Blast Call Distro. 

1216: (NOC) Conference reminder sent to distro. 

1230:  (NOC) Conference commenced 

1236:  (NOC) Tearline pushed to fusion and state/local desks. 

1238: (TSA)  The Transportation Security Administration (TSA) is aware of and monitoring reports of 
potentially suspicious items onboard cargo flights 
that landed safely at Newark Liberty and Philadelphia International airports. Out of an abundance of 
caution the planes were moved to a remote location where they are being met by law enforcement 
officials and swept. 

1241: (TSA) Phila Bomb Squad are "Backscatter" scanning aircraft on the ground at PHL. 

1244:  (TSA) Unconfirmed reports state that package located on UPS truck at Metrotech Center in 
Brooklyn NY, has been cleared by New York City Bomb Squad (time not reported)  

1245: (NOC) Mr. Chavez, State Ops, requested if explosives had been confirmed. 

1246: (NOC) TSA reported that Newark UPS facility reopened. 

1250: (NOC) Call to Mr. Chavez noting no explosives found in Newark and Newark reopened. 

1251: (NOC) Notification sent re: 1500 Conference call. 

1253: (TSA) CLARIFICATION:  the "cell phone" /circuit board was found in a HP Laser Jet Printer Series 
2055 (also contained in the UPS package) and NOT determined to be organic to the printer.  
The printer cartridge (model KMP 2055) was located inside the HP printer.  Initial tests on the white 
powder in the cartridge reflected it weighed appx. 1 pound. The powder contained PETN (percentage 
TBD).  
 
The syringe found in the cartridge with the white powder contained lead axide (NFI). 

00129



1307: (TSA) At 1256 hours, EWR UPS Cargo Facility suspicious package cleared by FBI and Union County 
EOD. Normal Ops. EWR pack contained docs. Susp pack in Brooklyn cleared by NYPD EOD.  

1312:  (NOC) SWO briefed Canada OPCEN 
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Cc: Kroloff, Noah; 'J '; ' '; Grossman, Jordan; Fox, 
Julia 
Subject: RE: Tick tock 
 
Already working.  Will send ASAP... 
 
Richard M. Chávez 
Acting Director, Operations Coordination and Planning Department of Homeland Security 
Office:    
Vigilance, Unity, Resilience ‐ Comprised of Many, Performing As One  
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Shlossman, Amy 
Sent: Friday, October 29, 2010 12:56 PM 
To:  '; Chavez, Richard; Triner, Donald 
Cc: Kroloff, Noah; ' '; ' ; Grossman, Jordan; Fox, 
Julia 
Subject: Tick tock 
 
Rich/Don‐ Secy is asking for a tick tock since last night when we were first notified. Can 
you please send to this group asap. Thanks. 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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(b) (6), (b) (7)(C)
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The Secretary’s Briefing Staff’s RFI follows.  CBP/TSA – please provide any information you have to answer the RFI.  
Please note suspense time. 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

1.  When the package in question involved in the incident below departed Yemen. 
2. Where it had come from immediately before arriving at JFK. 
3. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
 
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 
202.282.8101 

 
 

 
 

From:   
Sent: Thursday, November 04, 2010 5:15 AM 
To:  
Cc: Triner, Donald;  
Subject: S1 RFI 
Importance: High 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

4.  When the package in question involved in the incident below departed Yemen. 
5. Where it had come from immediately before arriving at JFK. 
6. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
Bryan 
 

From:  
Sent: Wednesday, November 03, 2010 8:45 PM 
Subject: NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated - New York, NY (2030 EDT 3 Nov 10) 
 
 
NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated – New York, NY 
 
Current:  The Transportation Security Administration (TSA) reports a cargo facility at John F. 
Kennedy International Airport (JFK) was partially evacuated while a suspicious package was 
investigated by New York/New Jersey Port Authority police.  Customs and Border Protection reported 
a re-delivery on a package originating from Yemen.  A Non-Intrusive Inspection (NII) scan revealed a 
cell phone. No explosives were detected. A Department of Homeland Security  component and inter-
agency blast call was conducted with amplifying information from TSA.  The package was cleared 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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and identified as a cell phone wrapped in envelopes and paper.  The cargo facility has resumed 
normal operations. 
 
Future:  The DHS National Operations Center (NOC) will continue to monitor this  
incident and provide updates as warranted. This item will be removed from the Common Operational 
Picture at 2130 EDT. 
 
Other:  Open source media reports that the package originally arrived on United Arab Emirates flight 
201 on 29 Oct.  
 
Background:  On the evening of 28 Oct 10, TSA reported suspicious packages aboard two 
commercial cargo aircraft.    
 

 
 
v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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UNCLASSIFIED//FOR OFFICIAL USE ONLY 

 

28 October 2010 Timeline for Disguised International Explosive Shipment (Yemen) 

NOC Incident # 1230‐10 

Input collected from:  OPS 

2224: NCTC called an informed  NOC IWW that there were two packages on a flight from Cologne, 
Germany. Destination was reportedly Chicago although initially they had no destination. 

2246: TSA/NOC  Notified by JTTF in regards to a possible threat on a inbound FEDEX & UPS flight carrying 
possible explosives from Yemen 

2316: S1 Conference call convened to discuss the event. 

2320: NCTC called and said the FBI had grounded the FedEx flight in Dubai and the UPS package had 
been intercepted in the UK. 

2322 FBI CTWatch informs NOC SWO:  Disguised Explosives Shipped via UPS and FEDEX from Yemen. 

29 Oct 2010 

0000: TSA reports UPS and FEDEX Planes grounded in Midland UK and Dubai. UPS package is in Midland, 
UK and package is isolated. LEOs are on scene. Tracking numbers are passed to TSOC.  

0019: FBI CT Watch estimates three to four hours for local authorities to determine if packages 
explosives. 

0200:  NOC established S1/S2 Conference Bridge established. 

0247: NOC NDD forwarded update #1 to WHSR and Mr. Dabney Kern. 

0423: NOC NDD forwarded Update #2 to WHSR and Mr. Dabney Kern. 

0556: NOC IWW Emailed CIA and asked status of tearline as we had not received it yet. 

0608: NOC IWW Called NCTC about the Unclass TEARLINE and they are now saying they are waiting on 
CIA to send them a workable TEARLINE with regards to the two packages from Yemen to Chicago. 

1045: TSA informs NOC that UPS cargo facility in Philadelphia and Newark notified. 

1230:  DHS Senior Leader Conference commenced 

1236:  Tearline pushed to fusion and state/local desks. 
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1238: The Transportation Security Administration (TSA) is aware of and monitoring reports of potentially 
suspicious items onboard cargo flights that landed safely at Newark Liberty and Philadelphia 
International airports. Out of an abundance of caution the planes were moved to a remote location 
where they are being met by law enforcement officials and swept. 

1312:  NOC SWO briefed Canada OPCEN 
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V/r, 
 

  
NICC Watch Operations 
Department of Homeland Security 

 
Email:   

  
         

 
For more information on the NICC go to: 
DHS National Infrastructure Coordinating Center  
 
From:   
Sent: Sunday, October 31, 2010 7:09 PM 
To:  
Cc: ; Chavez, 
Richard; Triner, Donald;  
Subject: NOC RFI 1230-10-010 Summary of DHS Component Operationa Activities - Air Cargo Threat - United States 
 

Incident Name: Air Cargo Threat – United States                                 Date: __31 October 2010__ 
NOC RFI #: _1230-10-010_____                                                              Requested Due Date/Time: 
1 November 2010/1200 EDT 
Current Classification/Caveat Level: ____UNCLASS______ 

Desired (Highest) Classification/Caveat Level of Response: ______UNCLASS FOUO LES 
SSI_______ 
Subject: Summary of Operational Activities by DHS components 
Provide the following: 
 
The NOC request a summary of operational activities that DHS components have taken in response 
to this incident in an effort to account for all potential packages destined for the USA from Yemen 
since 15 Oct 10 and prevent future packages from coming into the USA from Yemen. 
 
Intended audience: one document outlining all of DHS activities for DHS and Fusion Centers. 
 
Please send responses to . 
 
Note: Please ensure that the “SUBJECT LINE” of your response e-mail contains the “Response to 
NOC RFI #1230-10-010 Summary of Operational Activities” 
 
You may contact the NOC at , if you have problems sending your reply. 
 
Thank you, 
 

 
Senior Watch Officer 
DHS National Operations Center 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

00146



00147



00148



2

 
 

 

From:   
Sent: Thursday, November 04, 2010 5:20 AM 
To

 
Subject: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility Evacuated - NY
Importance: High 
 
The Secretary’s Briefing Staff’s RFI follows.  CBP/TSA – please provide any information you have to answer the RFI.  
Please note suspense time. 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

1.  When the package in question involved in the incident below departed Yemen. 
2. Where it had come from immediately before arriving at JFK. 
3. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
 
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 
 

 
 

 

From:   
Sent: Thursday, November 04, 2010 5:15 AM 
To:  
Cc: Triner, Donald;  
Subject: S1 RFI 
Importance: High 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

4.  When the package in question involved in the incident below departed Yemen. 
5. Where it had come from immediately before arriving at JFK. 
6. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
Bryan 
 

From:  
Sent: Wednesday, November 03, 2010 8:45 PM 
Subject: NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated - New York, NY (2030 EDT 3 Nov 10) 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated – New York, NY 
 
Current:  The Transportation Security Administration (TSA) reports a cargo facility at John F. 
Kennedy International Airport (JFK) was partially evacuated while a suspicious package was 
investigated by New York/New Jersey Port Authority police.  Customs and Border Protection reported 
a re-delivery on a package originating from Yemen.  A Non-Intrusive Inspection (NII) scan revealed a 
cell phone. No explosives were detected. A Department of Homeland Security  component and inter-
agency blast call was conducted with amplifying information from TSA.  The package was cleared 
and identified as a cell phone wrapped in envelopes and paper.  The cargo facility has resumed 
normal operations. 
 
Future:  The DHS National Operations Center (NOC) will continue to monitor this  
incident and provide updates as warranted. This item will be removed from the Common Operational 
Picture at 2130 EDT. 
 
Other:  Open source media reports that the package originally arrived on United Arab Emirates flight 
201 on 29 Oct.  
 
Background:  On the evening of 28 Oct 10, TSA reported suspicious packages aboard two 
commercial cargo aircraft.    
 

 
 
v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 

 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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Recommend no formal NOC reporting due to law enforcement and intelligence community sensitivity.  Further 
recommend this information be shared with the DHS Significant Incident Close Hold Group.  
 
R/S 

 
Asst Senior Watch Officer 
National Operations Center 
Dept. of Homeland Security 
Comm:    

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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Subject: FW: NOC RFI 1230-10-010 Summary of DHS Component Operational Activities - Air Cargo Threat - United 
States  

Darin, 
 
See below RFI from the NOC  regarding the Air Cargo Threat.  
 

x A summary of operational activities that DHS components have taken in response to this incident in an 
effort to account for all potential packages destined for the USA from Yemen since 15 Oct 10 and 
prevent future packages from coming into the USA from Yemen 

x Due 1200 EDT 1 Nov 10 
 
Please advise how you want to proceed with this RFI.  Has something been put together already, 
should this just be NICC or all of IP.   
 
See below for further information.    
 
 
V/r, 
 

  
NICC Watch Operations 
Department of Homeland Security 

 
 

  
         

 
For more information on the NICC go to: 
DHS National Infrastructure Coordinating Center  
 
From:   
Sent: Sunday, October 31, 2010 7:09 PM 
To: CDO TSA; IROC; NICC; NOC.CBP; NOC.ICE; NOC.IPNICC; NOC.TSA; SITROOM 
Cc: ; Chavez, 
Richard; Triner, Donald;  
Subject: NOC RFI 1230-10-010 Summary of DHS Component Operationa Activities - Air Cargo Threat - United States 
 

Incident Name: Air Cargo Threat – United States                                 Date: __31 October 2010__ 
NOC RFI #: _1230-10-010_____                                                              Requested Due Date/Time: 
1 November 2010/1200 EDT 
Current Classification/Caveat Level: ____UNCLASS______ 

Desired (Highest) Classification/Caveat Level of Response: ______UNCLASS FOUO LES 
SSI_______ 
Subject: Summary of Operational Activities by DHS components 
Provide the following: 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

00161



00162



00163

michael.page



00164



00165



2

 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From:    
Sent: Saturday, October 30, 2010 9:46 AM 
To: 

 
Subject: Possible Security Threat on Inbound FedEx and UPS Flights 
 
CDO  
The following timeline captures events from 2246 hours on October 28, 2010 until 0815 hours 
on October 30, 2010.  The Incident Manager (IM), Bob Allison, has reviewed the document.  The 
attached document was locked down at 0929 hours on October 30, 2010. 
Please transmit to the NOC.  Copy SAC Parks and I on the email.  Current password applies.   

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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National Operations Center 
U.S. Department of Homeland Security 
Unclas:  

 

  
  

 
 

From: NOC.SWO.Restricted  
Sent: Thursday, November 04, 2010 5:56 AM 
To: 

 
Subject: Partial Answer: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility 
Evacuated - NY 
 
Questions have been tasked to TSA and CBP.  In the interim, attached is the TSA report with a photo: 
 
Q 2:  According to the attached report, the package arrived on 10/29 onboard Emirates 203 (Dubai, UAE – NY Kennedy).
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 
 

 
 

 

From:   
Sent: Thursday, November 04, 2010 5:20 AM 
To:  
Cc:  
Subject: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility Evacuated - NY
Importance: High 
 
The Secretary’s Briefing Staff’s RFI follows.  CBP/TSA – please provide any information you have to answer the RFI.  
Please note suspense time. 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

1.  When the package in question involved in the incident below departed Yemen. 
2. Where it had come from immediately before arriving at JFK. 
3. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
 
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 
 

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)
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From:   
Sent: Thursday, November 04, 2010 5:15 AM 
To:  

 
Subject: S1 RFI 
Importance: High 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

4.  When the package in question involved in the incident below departed Yemen. 
5. Where it had come from immediately before arriving at JFK. 
6. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
Bryan 
 

From:  
Sent: Wednesday, November 03, 2010 8:45 PM 
Subject: NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated - New York, NY (2030 EDT 3 Nov 10) 
 
 
NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated – New York, NY 
 
Current:  The Transportation Security Administration (TSA) reports a cargo facility at John F. 
Kennedy International Airport (JFK) was partially evacuated while a suspicious package was 
investigated by New York/New Jersey Port Authority police.  Customs and Border Protection reported 
a re-delivery on a package originating from Yemen.  A Non-Intrusive Inspection (NII) scan revealed a 
cell phone. No explosives were detected. A Department of Homeland Security  component and inter-
agency blast call was conducted with amplifying information from TSA.  The package was cleared 
and identified as a cell phone wrapped in envelopes and paper.  The cargo facility has resumed 
normal operations. 
 
Future:  The DHS National Operations Center (NOC) will continue to monitor this  
incident and provide updates as warranted. This item will be removed from the Common Operational 
Picture at 2130 EDT. 
 
Other:  Open source media reports that the package originally arrived on United Arab Emirates flight 
201 on 29 Oct.  
 
Background:  On the evening of 28 Oct 10, TSA reported suspicious packages aboard two 
commercial cargo aircraft.    
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO).  It contains information that may be exempt from public release under 
the Freedom of Information Act (5 U.S.C. 552).  It is to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS 
policy relating to FOUO information and is not to be released to the public, the media, or other personnel who do not have a valid “need‐to‐know” 
without prior approval of an authorized DHS official.  State and local Homeland security officials may share this document with authorized security 
personnel without further approval from DHS.  

 

 Friday October 29, 2010 
 

x TSA released Security Directives and Emergency Amendments that directed carriers to not 
accept or transport any air cargo from Yemen.  
o SD/EAs were issued immediately after the attempted attack on all air cargo aircraft 

entering the United States from Yemen. New SDs and EAs which are being issued 
11/01/2010, are intended to enhance security procedures for cargo from Yemen 
transported on passenger and all‐cargo aircraft.  

o New SD/EAs extend the expiration date from November 1, 2010, to November 8, 2010. 
o The new SD and EA changes the directive from “accept, isolate, secure, and inform TSA 

about cargo from Yemen”, to “do not accept air cargo from Yemen.” 
o For Yemen cargo already accepted and being held, carriers may clear for transport once 

screened and authorized by TSA. 
 
Saturday October 30, 2010  
 

x TSA consulted with International partners about opportunities to enhance international cargo 
security 

x TSA and CBP performed ongoing research on all shipments coming from Yemen; many 
shipments were examined and detained.  No additional devices were discovered.  

 
Sunday October 31, 2010 
 

x (U// FOUO) A TSA team of  6 Transportation Security Specialists flew to Yemen with 
sophisticated explosives detection equipment.  The team will survey cargo security 
procedures and practices, identify vulnerabilities, and provide recommendations and practical 
training to the Government of the Republic of Yemen. 

x TSA chartered multi disciplinary and multi agency action teams to identify vulnerabilities 
throughout the cargo supply chain. 
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SYNOPSIS:  On November 3, CBP JFK International Airport, NY reported the interception of a package originating from Yemen.  The package was 
targeted under the "Yemen Red Flag Initiative" and was returned to DHL at JFK. The package ex-ray examination revealed an anomaly. NYPD Bomb 
Squad, PAPD, JTTF and ICE were notified and responded. The package, which was found to contain a cell phone, was inspected with negative results. 
 
Believe this with the SWO’s response below should answer your questions. 
 

 
Duty Director 
National Operations Center 
U.S. Department of Homeland Security 
Unclas  

 
 

  
  

 
 

From:   
Sent: Thursday, November 04, 2010 5:56 AM 
To: 

 
Subject: Partial Answer: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility 
Evacuated - NY 
 
Questions have been tasked to TSA and CBP.  In the interim, attached is the TSA report with a photo: 
 
Q 2:  According to the attached report, the package arrived on 10/29 onboard Emirates 203 (Dubai, UAE – NY Kennedy).
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 
 

 
 

 

From:   
Sent: Thursday, November 04, 2010 5:20 AM 
To:  

 
Subject: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility Evacuated - NY
Importance: High 
 
The Secretary’s Briefing Staff’s RFI follows.  CBP/TSA – please provide any information you have to answer the RFI.  
Please note suspense time. 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

1.  When the package in question involved in the incident below departed Yemen. 
2. Where it had come from immediately before arriving at JFK. 
3. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b    (b) (6), (b) (7)(C)
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Senior Watch Officer 
DHS National Operations Center - Watch 

 

 
 

 

From:   
Sent: Thursday, November 04, 2010 5:15 AM 
To:  
Cc: Triner, Donald;  
Subject: S1 RFI 
Importance: High 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

4.  When the package in question involved in the incident below departed Yemen. 
5. Where it had come from immediately before arriving at JFK. 
6. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
Bryan 
 

From:  
Sent: Wednesday, November 03, 2010 8:45 PM 
Subject: NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated - New York, NY (2030 EDT 3 Nov 10) 
 
 
NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated – New York, NY 
 
Current:  The Transportation Security Administration (TSA) reports a cargo facility at John F. 
Kennedy International Airport (JFK) was partially evacuated while a suspicious package was 
investigated by New York/New Jersey Port Authority police.  Customs and Border Protection reported 
a re-delivery on a package originating from Yemen.  A Non-Intrusive Inspection (NII) scan revealed a 
cell phone. No explosives were detected. A Department of Homeland Security  component and inter-
agency blast call was conducted with amplifying information from TSA.  The package was cleared 
and identified as a cell phone wrapped in envelopes and paper.  The cargo facility has resumed 
normal operations. 
 
Future:  The DHS National Operations Center (NOC) will continue to monitor this  
incident and provide updates as warranted. This item will be removed from the Common Operational 
Picture at 2130 EDT. 
 
Other:  Open source media reports that the package originally arrived on United Arab Emirates flight 
201 on 29 Oct.  
 
Background:  On the evening of 28 Oct 10, TSA reported suspicious packages aboard two 
commercial cargo aircraft.    

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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From: CTWatch  
Sent: Thursday, October 28, 2010 10:17 PM 
To: Robert S. Mueller; CTW_TIER1;

 

 
Subject: TIER 1 NOTIFICATION: DISGUISED EXPLOSIVES SHIPPED VIA UPS AND FEDEX FROM YEMEN 
 

ALCON: 

Information received from a source which is assessed to be credible stated 
that there are explosives contained in toner cartridges which are to be 
detonated while in the air. 
 
Reports are that the packages were sent from Yemen with a final 
destination of Chicago. 
 
The following shipping numbers were provided: 
 
UPS:   
 
Fed Ex:   
 
CT Watch has requested the relevant Divisions coordinate with the 
companies. 

CT Watch is currently engaged in efforts to obtain additional information 
regarding this matter.  We will continue to post updates, when 
appropriate, in an expeditious manner.  

 CT Watch/rcs  

  

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (7)(A), (b) (7)(E)

(b) (7)(A), (b) (7)(E)
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National Operations Center 
U.S. Department of Homeland Security 
Unclas  

 

  
  

 
 

From:   
Sent: Thursday, November 04, 2010 5:56 AM 
To: 

 
Subject: Partial Answer: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility 
Evacuated - NY 
 
Questions have been tasked to TSA and CBP.  In the interim, attached is the TSA report with a photo: 
 
Q 2:  According to the attached report, the package arrived on 10/29 onboard Emirates 203 (Dubai, UAE – NY Kennedy).
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 
 

 
 

 

From:   
Sent: Thursday, November 04, 2010 5:20 AM 
To: 

 
Subject: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility Evacuated - NY
Importance: High 
 
The Secretary’s Briefing Staff’s RFI follows.  CBP/TSA – please provide any information you have to answer the RFI.  
Please note suspense time. 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

1.  When the package in question involved in the incident below departed Yemen. 
2. Where it had come from immediately before arriving at JFK. 
3. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
 
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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From:   
Sent: Thursday, November 04, 2010 5:15 AM 
To:  
Cc: Triner, Donald;  
Subject: S1 RFI 
Importance: High 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

4.  When the package in question involved in the incident below departed Yemen. 
5. Where it had come from immediately before arriving at JFK. 
6. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
Bryan 
 

From:  
Sent: Wednesday, November 03, 2010 8:45 PM 
Subject: NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated - New York, NY (2030 EDT 3 Nov 10) 
 
 
NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated – New York, NY 
 
Current:  The Transportation Security Administration (TSA) reports a cargo facility at John F. 
Kennedy International Airport (JFK) was partially evacuated while a suspicious package was 
investigated by New York/New Jersey Port Authority police.  Customs and Border Protection reported 
a re-delivery on a package originating from Yemen.  A Non-Intrusive Inspection (NII) scan revealed a 
cell phone. No explosives were detected. A Department of Homeland Security  component and inter-
agency blast call was conducted with amplifying information from TSA.  The package was cleared 
and identified as a cell phone wrapped in envelopes and paper.  The cargo facility has resumed 
normal operations. 
 
Future:  The DHS National Operations Center (NOC) will continue to monitor this  
incident and provide updates as warranted. This item will be removed from the Common Operational 
Picture at 2130 EDT. 
 
Other:  Open source media reports that the package originally arrived on United Arab Emirates flight 
201 on 29 Oct.  
 
Background:  On the evening of 28 Oct 10, TSA reported suspicious packages aboard two 
commercial cargo aircraft.    
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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(b) (7)(A), (b) (7)(E)
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UNCLASSIFIED/FOR OFFICIAL USE ONLY 

  
------------------------------------------------------TEARLINE---------------------------------------------------------------------------------------------
----------------------------------- 
                                                 
 
 

From: CTWatch  
Sent: Friday, October 29, 2010 12:28 AM 
To: CTWatch; Robert S. Mueller;  

 
 

 
 

Subject: RE: TIER 1 NOTIFICATION: DISGUISED EXPLOSIVES SHIPPED VIA UPS AND FEDEX FROM YEMEN 
 
***UPDATE*** 
 
Both packages (UPS and FedEx) have been located and are still currently being screened. 
 
CT Watch 

 
 

From: CTWatch  
Sent: Thursday, October 28, 2010 11:22 PM 
To: CTWatch; Robert S. Mueller;  

 
 

 
 

Subject: TIER 1 NOTIFICATION: DISGUISED EXPLOSIVES SHIPPED VIA UPS AND FEDEX FROM YEMEN 
 
***UPDATE*** 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (7)(A), (b) (7)(E)00194
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Originating information is from a highly credible source.  
 
FedEx has coordinated with Dubai Authorities re getting item off of FedEx 
aircraft and isolating item that contains TR #8734 4790 1730 until Dubai 
can neutralize item. 
 
As per SSA :  UPS has located their package in Great 
Britain and putting in isolation. Authorities on scene.  
 
Additional Flight information:  UPS flight from Yemen to Cologne to Great 
Britain to Chicago.   

CT Watch is currently engaged in efforts to obtain additional information 
regarding this matter.  We will continue to post updates, when 
appropriate, in an expeditious manner.  

CT Watch/rcs  

 
 

From: CTWatch  
Sent: Thursday, October 28, 2010 10:17 PM 
To: Robert S. Mueller; CTW_TIER1;

 

 
Subject: TIER 1 NOTIFICATION: DISGUISED EXPLOSIVES SHIPPED VIA UPS AND FEDEX FROM YEMEN 
 

ALCON: 

Information received from a source which is assessed to be credible stated 
that there are explosives contained in toner cartridges which are to be 
detonated while in the air. 
 
Reports are that the packages were sent from Yemen with a final 
destination of Chicago. 
 
The following shipping numbers were provided: 
 
UPS:   
 
Fed Ex:   
 
CT Watch has requested the relevant Divisions coordinate with the 
companies. 

CT Watch is currently engaged in efforts to obtain additional information 
regarding this matter.  We will continue to post updates, when 
appropriate, in an expeditious manner.  

 CT Watch/rcs  

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (7)(A), (b) (7)(E)

(b) (7)(A), (b) (7)(E)
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Senior Watch Officer 
DHS National Operations Center 
Non‐Secure:   

 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From:   
Sent: Friday, October 29, 2010 1:22 AM 
To: Restricted,   
Subject: FW: Request Information 
 
 
 
_____________________________________________ 
From:   
Sent: Friday, October 29, 2010 1:13 AM 
To:   
Subject: Request Information 
 
 
At 2246 hours, notified by JTTF in regards to a possible threat on a 
inbound FEDEX & UPS flight carrying possible explosives from Yemen.  
 
At 2308 hours, SLT bridge established 
 
OI watch stated that on 25, 26 SEP possible packages traveling from 
Yemen to U.S, on FEDEX 
 
UPS and  FEDEX Planes grounded in Midland UK and Dubai 
 
UPS packages are in Midland UK and packages are islolated.  LEOs are on 
scene.  Tracking numbers are passed to TSOC.   
 
Dubai package are islolated. 
 
Midland UK package is isloated. 
 
 
one package FEDEX disquised as toners 
 
Information on situation being sent to TSARs in area to close loop. 
 
Packages are located in containers. One per aircraft 
 
Cargo planes not passenger aircraft. 
 

   
 
Statement to all US carries will be released by TSAR. 
 
27 SEP failed attempt of shipment of possible explosives 
 

 
 

 
OI will push unclassified TEAR lines to all information to US Carriers 
and shippers. 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (7)(A), (b) (7)(E)

(b) (7)(A), (b) (7)(E)
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Destination of packages where to churchs located within 6 miles of each 
other. 
 
FAA to pull all incoming commerical and cargo flights for the next 6 
hours. 
 
FBI stated to FEDEX director that all package with possible explosive 
are located in Dubai. 
 
Package has been identified and isloated on the ground in Dubai.  No 
aircraft involved. 
 
FEDEX is checking all there systems from Yemen for any suspicious 
packages. 
 
Per FEDEX Corporate Security: 

 
EOD on UPS Aircraft in Midland UK 
 
TSAR UK stated that British EOD has reports of another package possibly 
going to France. Unofficial report.  
 
66 UPS planes inbound Cargo  
 
119 FEDEX planes inbound Cargo 
 
In the air over the next 6 hours. 
 
(note) flights subject to change over the next 6 hours. 
 
Actual package in Dubai is identified is in screening facility, never 
got onto FEDEX aircraft EOD in route.  Came to screening facility via 
another aircraft non cargo carrier. 
 

 

(b) (7)(A), (b) (7)(E)

(b) (7)(A), (b) (7)(E)

00199



4

.  
 
12 other packages from Yemen located in Dubai isloated with no screening 
anomalies.  turned over to Fire department per the per FEDEX corporate 
security.  
   
no more packages will be processed for 48 hours in SANA YEMEN. 

(b) (7)(A), (b) 
00200


